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1  Purpose

The purpose of the signing service in the integration test environment is to provide a way
for service providers to develop and test services that use the signing service.

Service providers that use the existing signing service provided by virk.dk should be
aware that the interface has changed slightly. The signing service in the integration test
environment will allow these service providers to implement and test the changes
necessary in order to use the new signing service.
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2 Overview

The signing service implements the following workflow using HTTP POST-based
interfaces:

Service provider Signing service Signing service Service provider
Service gning gning Service
HTTP POST HTTP POST HTTP POST
Signing request user response Signing response
User’s browser User’s browser Q User’s browser
AN User’s browser
User signs the text or automatically posts
presses "cancel” back to service
Danld - provider
Danld verifies the
user’s signature
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3 Signing Request Message

Fields present in the
existing virk.dk signing
service

HTTP POST Request message

SignText

Entityld

Requestld
TargetUrl
SignedFingerprint
SerialNumber [0..1]

DigestAlgorithm : SHA-1 | SHA-256 [0..1]
SignTextFormat : PLAIN | HTML [0..1]
Headline [0..1] b
Language : DA|EN [0..1] Fields that are not
present in the existing
virk.dk signing service

The signing service is invoked by sending an HTML POST message, containing the fields
shown above. How this is done is up to the service provider, but one possible solution is
to send an html page to the end user containing a JavaScript that automatically posts the
page to the signing service:

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head runat="server">
<title>Verificer signatur</title>
<script type="text/javascript">
function AutoPost()
{

}
</script>
</head>
<body onload="AutoPost()">
<form id="Sign" runat="server" method="post" action="https://sign...in.dk">
<input name="SignText" id="SignText" type="hidden" />
<input name="EntityId" id="EntityId" type="hidden" />
<input name="RequestId" id="RequestId" type="hidden" />
<input name="TargetUrl" id="TargetUrl" type="hidden" />
<input name="SignedFingerprint" id="SignedFingerprint" type="hidden" />
</form>
</body>
</html>

document.forms["Sign"].submit();

2013-06-24 Version: 1.7 Page 5 of 22
Author: cvsh

Approved by: hrl ID: 32309



Signing Service Interface

Digitaliseringsstyrelsen

KFOBS

The signing request message consists of the following fields:

2 2
. <5 - g .
Field name = 8 Description g Processing
=i g
S8 =
SignText Yes | This is the actual agreement Yes | SignText =
text that the end user needs to Base64Encode(
sign. The text may be plain text Utf8Encode(
or applet html. [agreement text]))))
SignTextFormat New | This field indicates the type of No | If the
the SignText. Possible values SignTextFormat field
are PLAIN or HTML. is missing the value
defaults to PLAIN.
Note that the Danld applet also
supports XML and Netld. These HTML is only allowed
are not supported by the if CertificateType is
signing service. set to OCES2.
EntityId Yes Each service provider has a Yes
unique EntityId which is used to
identify the service provider in
the federation.
Requestld Yes Unique identifier (just a text, not | Yes
necessarily a GUID) that the
service provider uses to match
the response from the signing
service with the request.
TargetUrl Yes | The URL that the signing service | Yes | Replace(
should use when sending the TargetUrl, “http”,
response to the service provider. “https”)
Note that the signing service
should always use https when
sending the response to the
service provider, even if http
was specified in the TargetUrl
field.
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Field name

9
2
x-l-'
T 38
EE
> 0

Description

Mandatory

Processing

the hash algorithm that was
used when creating the
SignedFingerprint. Allowed

values are: SHA-1 and SHA-256.

SignedFingerPrint | No A signed digest of the fields Yes | SignedFingerPrint =
SignText, Entityld and Base64Encode(
TargetUrl. The digest must be SignSha256WithRsa(
S|gn§:d u,smg.the service Utf8Encode(
provider’s private key.

Concat(
The hashing algorithm can be S|g|.1Text,
either SHA256 or SHA1 Entityld,
depending on the value of the TargetUrl))))
DigestAlgorithm field. The
hashing algorithm defaults to
SHA1 if the DigestAlgorithm is
not specified.

SerialNumber Yes | Optional field indicating the No | SerialNumber =
serial number on the certificate Base64Encode(
that the user needs to use for Base10String(
signing the agreement [certificate’s serial

number]))

Headline New | Optional text describing the No | Base64Encode(
context of the signing process [headline text])
that will be displayed in the
signing web page header

Language New | Optional parameter indicating No | If the Language field
the language that the signing is missing, the
page should be displayed in. language defaults to
Possible values are EN (English) DA.
and DA (Danish).

DigestAlgorithm New | Optional parameter indicating No | If the

DigestAlgorithm field
is missing, the
algorithm defaults to
SHA-1.

3.1

Processing Request Parameters

This section contains an example on how to process the request parameters for invoking
the Signing Service. The example is implemented in C#/.Net 4.0 using the crypto API in
the System.Security.Cryptography namespace.
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// Input

var entityId = "https://example.com";

var signText = "Text to be signed";

var signTextB64 = Convert.ToBase64String(Encoding.UTF8.GetBytes(signText));
var targetUrl = "https://www.example.com/ProcessSigningResponse.aspx";

var certificate = new X509Certificate2(Resource.TestCertificate, "PassWord");
var hashAlgorithm = "SHA256";

// Generate digest
var digest = string.Concat(signTextB64, entityId, targetuUrl);
var digestBytes = Encoding.UTF8.GetBytes(digest);

// Sign digest

var key = (RSACryptoServiceProvider)certificate.PrivateKey;

var hashAlgo = CryptoConfig.CreateFromName(hashAlgorithm);

var signedFingerprint = key.SignData(digestBytes, hashAlgo);

var signedFingerprintB64 = Convert.ToBase64String(signedFingerprint);

// Output

Console.WriteLine("SignText: {0}", signTextB64);
Console.WriteLine("EntityId: {@}", entityId);
Console.WriteLine("TargetUrl: {0}", targeturl);
Console.WriteLine("SignedFingerprint: {@}", signedFingerprintB64);
Console.WriteLine("DigestAlgorithm: {@}", hashAlgorithm);

In this example, the certificate is retrieved from a resource, which is of course not
advisable - use the certificate store.

Note that SHA256 is used for hashing the digest, which is not the default algorithm,
consequently the DigestAlgortihm must be specified to Signing Service.

The example generates the following output, which can be passed to Signing Service
using the HTML form earlier in section 3:

SignText: VGV4dCBObyBiZSBzaWduZWQ=
EntityId: https://example.com
TargetUrl: https://www.example.com/ProcessSigningResponse.aspx

SignedFingerprint:
0Xg4B/Xt+ejfIQceiKY5xuP20EnQGhcSTFHI/giec1AicAK6Lr6x7+qLn/51h4mNOPp+wvfmkQunck4rUMD9yo3GC44HBYZriHs930/
q44PwOwOzfGv3HjIqVp6hBZnEZ1jKag5FJsabNt2F/wagHKPTEcujg4LHZMqgBiIPqAw=

DigestAlgorithm: SHA256
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4  Signhing Response Message

HTTP POST response

Requestld
Status : OK | CANCELLED | errorcode

Entityld

PID [0..1]

CVR [0..1]

RID [0..1]
SignedSignatureProof [0..1]
SignedFingerprint

Parameters present in
the existing virk.dk
signing service

Parameters that are

1 not present in the

existing virk.dk signing
service

After the signing service has been called with a signing request message, it will go
through a process involving several steps, where the user is asked to sign the sign text.
The process ends up with the user either signing the sign text or cancelling the signing
request. Once this is done, the signing service immediately responds with a HTML POST

to the target url specified by the service provider.

The signing request message will be sent from the end user’s browser by providing a
JavaScript that automatically posts the page to the target url.

The signing response message contains the following fields:

Field name

Requestld

Description

Unique identifier (just a
text, not necessarily a
guid) that the service
provider uses to match
the response from the
signing service with the
request.

Mandatory Processing

Yes

The signing service
returns the same
Requestld that was
provided in the signing
request message.

Status

Indicates the result of
the signing operation:
OK: The user signed the
sign text.
CANCELLED:

The user pressed
the cancel button.

ErrorCode:

An error occurred.
The error code
indicates the type
of error.

Yes

Error codes are
described in section 8
below.
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Field name Description Mandatory Processing

EntityId Each service provider Yes The signing service
has a unique EntityId, returns the same
which is used to identify Entityld that was
the service provider in provided in the signing
the federation. request message.

PID In case a citizen No

certificate was used for
signing, this field
contains the PID of the
certificate used.

CVR In case an employee No
certificate was used for
signing, this field
contains the CVR
number of the
certificate used.

RID In case an employee No
certificate was used for
signing, this field
contains the RID of the
certificate used.

SignedSignatureProof | The signed document No Encoded according to:
re-signed by the signing Utf8Encode(
service.
SignedSignatureProof))
SignedFingerPrint A signed digest of the Yes SignedFingerPrint =
fields Requestld, Base64Encode(
Status, Entityld, PID, SignSha256WithRsa(
CVR, RID and
! f8E
SignedSignatureProof. Utf8Encode(
The digest is signed Concat(
with the signing Requestld,
service’s certificate. Status,
EntityId,
PID,
CVR,
RID,
Base64Encode(
Utf8Encode(
SignedSignatureProof
NN))
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5 Back Channel Web Service

In the virk.dk signing service implementation, there was a back channel web service that
allowed service providers to retrieve the signature proof. Please note that this web
service does not exist in the current version of the signing service. Instead, the signed
signature proof is returned to the service provider as part of the signing response
message. The service provider is expected to save the sign text as well as the CA1 and
CA2 values of the signed signature proof (see section 6 below). The signing service does
not store a complete copy of the signed signature proof. However, if the service provider
is able to present the sign text as well as the CA1 and CA2 values, it will be possible to
reconstruct the signed signature proof from information stored by the signing service.
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6 SignedSignatureProof

The SignedSignatureProof proofs the SignText was signed using a specific certificate. The
SignedSignatureProof is signed by the end user and the re-signed by the signing service.
This means that the SignedSignatureProof contains two nested xmldsig structures, as

shown in the following example.

<?xml version="1.0" encoding="utf-16"?>
<SignatureProof Timestamp="2012-10-22T708:47:46.1565821+02:00"

xmlns="uri://dk.digst.nemlogin.signingservice"
CA1="AMB5QUQVAORKQe9ACGEBNP3L25DG417A3QDL20002L T6HRRDISA6H"
CA2="6DNPG83TV903QeDKND2EFH7TVQUG417A3QFQ4KOD6ED59VO2FEJIC5" >

<SigningAppletOutput Id="SignedByKFOBS">
<openoces:signature xmlns:openoces="http://www.openoces.org/2006/07/signature#" version="0.1">
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:

SignedInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:openoces="http://www.openoces.org/2006/07/signature#">

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315">
</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256">

</ds:SignatureMethod>
<ds:Reference URI="#ToBeSigned">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"></ds:DigestMethod>

<ds:DigestValue>pwKD859IxnOLWaaH+VMY3MkKullZMOkawsE5DZsGt9E=</ds:DigestValue>

</ds:Reference>
</ds:SignedInfo>

<ds:

SignatureValue>

jb93i/Rc2E1JIZaz50r2umcSxQclSH1b9jthCqbrbDB3+GARYT16t4modC2batr30tTpUqCQrozds
KXux9K5YMRHRhKGXNJAKNwc ImkCArBZrCb//AdWutxvD22eWk/nGCOTh/c1iqBZfQ66eh@CSK4ma
6wseGI8dakwjQ6avTmRxGPusY9BKwKzc6FlawlblbHewSXyksUsx2GV7v84payC/xLXa0J4xMfWo
RR2/5wj+Af9EWWrBA7phgTyMNC39RSTTFpvleHB3jDNoZol6KJI1zPqK+YEYF2bxNII5CKvzIY/DT
6+1B2rDVtEEjPL1Hjn7ngS2nUngNobmXhyNBZQ==

</ds:SignatureValue>

<ds:

KeyInfo>

<ds:X509Data>

<ds:X509Certificate>

MIIGITCCBQmgAWIBAGIETAV29zANBgkqhkiGOwOBAQsFADBIMQswCQYDVQQGEWIESZESMBAGALUE
CgwJVFJIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDEgU31zdGVtdGVzdCBWSUL1IJIENBMBAXDTEY
MDEXNzE®OMjUwWNVoXDTE2MDEXNzEOMjQzOFowdzELMAKGAIUEBhMCREsxL jAsBgNVBAoMIU1JQ1IP
U@9GVCBEQUSNQVILIEFWUYAvVLYBDV1II6MTM2MTI4NZzAXODAUBENVBAMMDU1pa2UgU29mdXNzZW4Aw
IAYDVQQFEx1DVII6MTM2MTI4ANZzAtUk1EOjMXNDQ5MjQXMIIBIjANBgkghkiGOWOBAQEFAAOCAQSA
MIIBCgKCAQEAN6DUA51QC7r93j7UgGencSxC1b7KDzorI8y97R08xIi3jP6FfB7e/5hKuCk8pTP2t
6vhsoVFcoColIWgsKadwlX5Uvj3t14M7SulygvxgHELAuXGzKH6ISgppP /WYwHjVyfUliw++X/ec
pwBOhS8SpLIqrFAdK20Ej+aXGnfPJG8yFeHzX+wgg63CaVIRCE71XZqR/+h6+XCkCPHDzmMFULAeX
Jjo5QEnh7WNIpDHWXx4JhkspXAnf85aWPrm591Y5R0zXMswLVm31qVTF7CbtZCQUDNgraj91o97DcK
N4yxDiJU3ZKFf+08zrmZHVxssDxYnM5/+tqK8MYMt J8HV90PcQIDAQAB04IC4jCCAt4wDgYDVROP
AQH/BAQDAgP4AMIGUBggrBgEFBQCcBAQSBhzCBhDA7BggrBgEFBQcwAYYvaHROcDovL29jc3Auc3lz
dGVtdGVzdDgudHI1c3QyNDA4ALmNvbS9yZXNwb25kZXIwRQYIKwYBBQUHMAKGOWhOdHAGLY9tLmFp
YS5zeXNOZW10ZXNOOC50cnVzdDIOMDguY29tL3N5c3R1bXR1c3Q4LWNhLMN1cjCCASAGALIUdIASC
ARcwggETMIIBDWYNKwYBBAGBOFECBAYCBTCB/TAvVBggrBgEFBQCcCARYjaHRAcDovL3d3dy50cnVz
dDIOMDguY29tL3J1cG9zaXRvcnkwgckGCCsGAQUFBWICMIG8MAWWBURhbk1EMAMCAQEagatEYW5J
RCBOZXNOIGN1cnRpZmlrYXR1ciBmcmEgZGVubmUgQOEgdWRzdGVkZXMgdW5kZXIgTO1EIDEUMy42
LFEUNC4xLjMxMzEzLjIuNC42LjIuNS4gRGFUSUQgdGVzdCBjZXJ0aWZpY2FOZXMgZnIvbSBOaGlz
IENBIGFYZSBpc3N1ZWQgdW5kZXIgTO1EIDEUMy42LjEUNCAXLjMXxMzEZzLJIuNC42LjIuNS4AwGAYD
VRORBBEwD4ENamVsZkBubm1OLmNvbTCBqwYDVROTBIGIMIGEMDqgOKA2hjRodHRWO18vY3JsLnN5
€3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vc31zdGVtdGVzdDguY3IsMGKgYKBepFwwiWjELMAKGAIUE
BhMCRE sxEjAQBgNVBAOMCVRSVVNUM]jQwODE1IMCMGAIUEAwWwWCVFIVU1QYNDA4IFN5c3R1bXR1c3Qg
Vk13SSBDQTEQMA4GA1UEAWWHQ1IMMTEYyNDATBgNVHSMEGDAWEBSWGZYTOYIpwj355/mT68bLPhIf
BDAdBgNVHQA4EFgQUSytiMhYU@lgAesaUAYct9dPSW8cwCQYDVROTBAIWADANBgkghkiGOwWOBAQSF
AAOCAQEAFIrjc6k/48x90000SMXg1NaSHAS2SFOkZ1oloDF6+X09ktejRbPBjsqc/32tMOjFpHq]
4kQy5kVFkrMD3T7tSUgEg500XzVzDOj1Fyaw5mfgzroFbUQZpUpR63uylJsbemdWkVULcWaA/De@
18cngPIn@VAahAcHNS03CLIT3VQaNCvOXvgNenBYYIynlpcoduGesaOFBGUEOFISw6wTowRGaAlj
xjcAd3orWHDZ+1zuZCFmrI9PrjGhqdrPVwrnYeS9DRGDWZ52z0/vF6MXgeNcimjEPOXfwT48SHsw+

4U/R81i1bGaKEw/jbm7WOW24e4/DzDXfOglDjzet3GxoHlg==
</ds:X509Certificate>
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</ds:X509Data>
<ds:X509Data>

<ds:X509Certificate>

MIIFQTCCAymgAwIBAgIES+pudzANBgkqhkiGOwOBAQsFADBPMQswCQYDVQQGEwWIESZESMBAGALUE
ChMJVF JVU1QyNDA4MSWwKgYDVQQDEYNUU1VTVDI@MDggU31zdGV+tdGVzdCBWSUkgUHIpbWFyeSBD
QTAeFWOXMDAIMTIXMjQzMjFaFwOyNTAIMTIxMzEzMjFaMEgxCzAIBgNVBAYTAKRLMRIWEAYDVQQK
DALIUU1VTVDIOMDgxITAjBgNVBAMMHFRSVVNUMjQWOCBTeXNOZW10ZXNOIFZISUkgQOEWgEEiMAOG
CSqGSIb3DQEBAQUAAAIBDWAWEEEKAOIBAQDhVTOGVUM/Xt1CYOASsadDZ+40zhViWixuYdak/VxuoP
BUBErrCjKBDELEwdAwr8N1XoqI6JZqrFzsq8+PjONuhmiAjS1tzwAIR1a6VaF+PUf8tsdofBaEjB
U/Y30qtvnjlpcCHAD1wqdVQeCElehPn1Imk2ZtfDLRrOpAb@pbaQuFXeoBqlbRiyFRu+116E6RFR
wReqgMvcNcbB52G+N5W9/C4DewgV7NK3LF911p+7guHYWe2fqjutGvqWeB2909kBv7wuGAWZzIWZ8
TkWOPh3Kf58Eq/JIBdmwRx5500c9yAN8IamUOyrvkKUK/9NSdF5szBkqjPVI/93+0cX6jD6PjAgMB
AAG]jggEgQMIIBIjAPBgNVHRMBAf8EBTADAQH/MA4GA1UdADWEB/WQEAWIBBjARBgNVHSAECJAIMAYG
BFUdIAAwga8GA1UdHWSBpzCBpDA60DigNoY@aHROcDovL2NybC5zeXNOZW10ZXNONy50cnVzdDIo
MDguY29tL3N5c3R1bXR1c3Q3LmNybDBmoGSgYqRgMF4xCzAIBgNVBAYTAKRLMRIWEAYDVQQKEwW1U
U1VTVDIOMDgxLDAqBgNVBAMTI1RSVVNUMjQWOCBTeXNOZW10ZXNOIFZISSBQcmltYXI5IENBMQOwW
CwYDVQQDEWRDUkwxMB8GA1UdIwQYMBaAFCO6TDGQ4dPMOxuzG1q2yEXNO4OXMBOGA1UADEQWBBSW
GzYTOyIpwj355/mT68bLPhIfBDANBgkghkiGOwOBAQsFAAOCAEEAQMA0OBCWowO58HUGAK7FjEbde
IKKXWi6jPg7KCXWrHSFruFmtjYiz41h02yaMNmSINBriw4uSwkqu7ZcbCaIPoOQVrTPZtgM/npEt7
8J1bBZr1s41Mhzr7sg7HEYFYvsBaLF70hNpi4JSQjE4xOWwfpzwU7YzWOOM7UjRhybUs911/3cvp
Lw7Txh8rntsAiE7I1AjJa4Tq6hHO3bStUiY72THYwE8/DPpfXuC3Mh4pzZfYz/hfFvPdZTIL/yWlt
PnmqoUi6KH2g8n5833fZVWTGrL7H3LF52sBZCWnZR7XdhrqoRR5HNFT+uI6IChZwhz0ZVT69ukJ]
KuApDgoAaoz0@qEXh90BeVKwm8X109b1lfwrfcEYDOg53+ICgtyv30hHX03dObAj+TQjNpZySHVQNW
LNe7fp+59d0Ch87FJGLIWfZGGbC3Lb1D6tctEFfN6I+kqnFgPpjE2xAtnsYW8YC1P1Luvb43+6M1WO
R2MxTr/UyhOyrqmM801aEKU7jDVQDxXS+E7kzBech9jvQOYB/WibU5vyGhIIWFZZmgUwN16iw012V
JIx/N3QPx0ORWSKkDKKiwjOFx6IecFIJInI6B1CA75scHXXYtKmWZm6UjNsdiyC4pzQ7+KOc1LpOx8
D7+aXpsD12HeB7MrHV1GBKJIJPaQUujK3dgS+UDkOyFKcWMAXEFI=

</ds:X509Certificate>

</ds:X509Data>
<ds:X509Data>

<ds:X509Certificate>

MIIGSDCCBDCgAWIBAGIES+pulDANBgkqhkiGOwOBAQsFADBPMQswCQYDVQQGEwWIESZESMBAGALUE
ChM3JVFJVU1QyNDA4MSwwKgYDVQQDEYNUU1VTVDIOMDggU31zdGVtdGVzdCBWSUkgUHIpbWFyeSBD
QTAeFWOXMDAIMTIWODMyMTRaFwOzNzAXMTIWOTAYMTRaME8xCzAIBgNVBAYTAKRLMRIWEAYDVQQK
EwlUU1VTVDIOMDgXLDAqBgNVBAMTI1RSVVNUMjQWOCBTeXNOZW10ZXNOIFZISSBQcm1ltYXI5IENB
MIICIjANBgkqhkiGOwOBAQEFAAOCAE8AMIICCgKCAgEApuuMpdHu/1XhQ+9TyecthOxrg5hPgx1K
1rpjsyBNDEMOEpmO1K8ghyZ7MnSF3ffsiY+0jA51p+AQfYYuarGgUQVO+VMEE3VUdDpgWEksetCY
Y8L7UrpyDeYx90ywT7E+YXHOVCoug5F9vBPnky7P1fVNaXPfgjhl+66mlUD9sV3fiTjDL12GkwOL
t35S5BkcqAEYc37HT69N88QugxtaR18eFBRumj1MwOLBxCwl21GdVY4EjqH1US7YtRMRI2NEFTCR
WHzm2ryf7BGd80YmtJeL6RoiidwlIgzvhoFhv4XdLHwzaQbdb9s141q2s9KDPZCGecgIgeXZdqY1V
z7UBCMiBDG7q252ni7wpUMBye+iYVkvID32srGCzpWqG7203cLyZCjq20WuLkL807/Sk4sY1eMA4
YFgsazIfV+MOOVrICCCkPysS10n/+ioleMohnoxQiupujIGPcIMA8angWueGIakKNZFA/m1IKwnn@
CTKEm2aGTTEwpzbO+dCAT1LYyv6Ss3w+D7pgWCXsAVAZmD4pncX+/ASRZQd30SvVNQxUQr8EoxXEULX
SaedCPRyGwQwswGpgmGm8kNPHFIC5ks2mzHZAMy Tz3zoU3h/QW2T2U2+pZjUeMjYhyrReWRbOIBC
iz00a0aNcSnPGUEohGUYLPTbZLpWsm3vjbyk7yvPqoUCAWEAAaOCASowggEMMABGALUdEWEB/wQF
MAMBAf8wDgYDVROPAQH/BAQDAgEGMBEGA1UdIAQKMAgWBEYEVROEADCBrwYDVROFBIGNMIGKMDqg
0KA2hjRodHRwOi8vY3JsLnN5c3R1bXR1c3Q3LnRydXNOMjQwOC5jb20vc31zdGVtdGVzdDcuY3Js
MGagZKBipGAwXJjELMAKGALUEBhMCRE sxEjAQBgNVBAOTCVRSVVNUMjQWODE sMCoGAIUEAXMjVFIV
U1QyNDA4IFN5c3R1bXR1c3QgVk1lIIFByaWlhcnkgQOEXDTALBgNVBAMTBENSTDEwWHWYDVROjBBgW
FOAUI7pMMZDhO8zTG7MbWrbIRc3Tg5cwHQYDVROOBBYEFCO6TDGQAdPMOxXuUzG1g2y EXNGAOXMABG
CSqGSIb3DQEBCWUAA4ICAQCRIOTM7sISIBHQWNBXxdey4rxABqT7NZdKICcIxyIC82HIOGAouKb3o
HjIoMgxIUhA3xbU3Putr4+SmnclLdrw8AofLG1FYG2ypg3cpF9pdHrVdh8QiERozLwfNPDgVeCAn
FKPNt8mu@FWBS32tiVM5DEOUWDpoDDRF27Ku9qTFH4AIYg90wLHfLi+nqc2HWVBUgDt3tXU6zK4pz
MOCpbrbOXPJOYHMvaw/4Em2r@PZD+Q0agcecxPMWI65t2h/USby0/ah3VKnBWDkPsMKjj5jEbBVR
nGZdv5rcIbocHqQ802eztziA4HTbSzBE4oRaVCrhXg/g61j8/tZ1gxRIOIGEAX2dvIWQyP4xhbxXLN
CVXPdvRVOg@ehKvhom1FGjIz975/DMavkybhogzygq4sYOFykl4oT4rDkDvVZLYIXS4ulBruUlJJaD
zHCeXmZqOhx8She+Fj9YwVVRGFXT4FLOQd3WAtaCVyhSQ6SkZgrPvzAmxOUruI6XhEhYG1P508WF
ETiATxuZAJINuKMItibfRhMNsQ+TVv/ZPr5Swe+3DIQtmt1MI1G1Tn4k40z4s6gDGKiFWAYXjd/kI
D32R/hJPE4109+3nd8aHZhBy21F@jKAmr5a6Lbhg207zjGq7mQ3MceNeebuWXD44AxIinryzhgnE
WI+BxdlFaia3U702+HYdHw==

</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
<ds:0bject xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:openoces="http://www.openoces.org/2006/07/signature#" Id="ToBeSigned">

<ds:SignatureProperties>

<ds:SignatureProperty>

<openoces:Name>signtext</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="yes">
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TG9YZWOgaXBzdWOgZG9sb3Igc210IGFtZXQsIGNvbnN1Y3R1dHVyIGFkaXBpc2NpbmcgZWxpdC
4gUGhhc2VsbHVzIGN1cnN1cyBwdXJ1cyBuZWMgYXJjdSBOaW5jaWR1bnQgbGFvemV1dC4gTmFt
IHBoYXJ1dHJIhIGp1c3RvIHZ1c3RpYnVsdWOgZGlhbS4=
</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>host</openoces :Name>
<openoces:Value Encoding="base64" VisibleToSigner="yes">TmVtTGOnLWlu</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>logonto</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="yes">TmVtTGOnLWlu</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_browser_version</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">MS4x</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_os_name</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">V21uZG93cyA3</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_java_vendor</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">
T3JhY2x1IENvcnBvcmF@aWu
</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_applet_context</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">
Y29tLnN1bi5kZXBsb3kudW1lOb29sa210LmltcGwuYXdOLKkFXVEFwcGx1dEFKYXBOZXIkQXBwbG
VOQ29udGVAdE1tcGXAZmYxZTgl
</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_locale</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">ZW5fVVM=</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces:Name>openoces_opensign_environment_applet_version</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">MS44LjU=</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_applet_digest</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">
dG9kbzogaWlwbGVtZW50
</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_java_version</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">MS43LjBfMDc=</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces:Name>openoces_opensign_layout_signtext_fontsize</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">MTI=</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces:Name>openoces_opensign_layout_color_background</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">MjM4LDIzOCwyMzg=</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces:Name>openoces_opensign_environment_browser_vendor</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">T3JhY2x1</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces:Name>openoces_opensign_layout_size_height</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">NDUw</openoces:Value>
</ds:SignatureProperty>
<ds:SignatureProperty>
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<openoces:Name>action</openoces:Name>

<openoces:Value Encoding="base64" VisibleToSigner="no">c2lnbg==</openoces:Value>

</ds:SignatureProperty>

<ds:SignatureProperty>
<openoces:Name>openoces_opensign_layout_size_width</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">NTAw</openoces:Value>

</ds:SignatureProperty>

<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_local_time</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">

TWOUIE9jdCAyMiAwODOONZzOONSBDRVNUIDIWMTI=

</openoces:Value>

</ds:SignatureProperty>

<ds:SignatureProperty>
<openoces :Name>openoces_opensign_environment_browser_name</openoces:Name>

<openoces:Value Encoding="base64" VisibleToSigner="no">c3VuLnBsdWdpbg==</openoces:Value>

</ds:SignatureProperty>
<ds:SignatureProperty>
<openoces :Name>openoces_opensign_layout_signtext_fontname</openoces:Name>

<openoces:Value Encoding="base64" VisibleToSigner="no">RGlhbGO9nLnBsYWlu</openoces:Value>

</ds:SignatureProperty>

<ds:SignatureProperty>
<openoces:Name>challenge</openoces:Name>
<openoces:Value Encoding="base64" VisibleToSigner="no">

NmUyMmIwODYtMzFmZCOOMTgXLTg1ZGEtM2VjNDA3YmE1MzY5

</openoces:Value>

</ds:SignatureProperty>

</ds:SignatureProperties>
</ds:0Object>

</ds:Signature>
</openoces:signature>
</SigningAppletOutput>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<Reference URI="#SignedByKFOBS">

<Transforms>

<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature” />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>SsMeozAA4WXcDpKN71dVCToOgq+UTjIirAot6030/LDA=</DigestValue>

</Reference>

</SignedInfo>

<SignatureValue>
bW+IPO8nnF8arOHe3alokimw58KBB7kW53S+Nn+wX0ye5xcC+x/m5bZuwrttkLOXKH7vPpUIotMOsULbfx1z
Xcz1liX+VA2LCeFfjuQOWpalwcrLNpONFoBoWWo4tqHvI®Ibh621sfoK5ULHIRTrYTGXxOwI6KU6hiHQON269K
4a4=

</SignatureValue>

<KeyInfo>
<X509Data>

<X509Certificate>
MIIESDCCBE2gAwWIBAGIEQDghvTANBgkqhkiGOwOBAQUFADA/MQswCQYDVQQGEwIESZzEMMAOGAIUEChMD
VERDMSIWIAYDVQQDEx1UREMgTONFUYBTeXNOZW10ZXNOIENBIE1IMB4XDTEYMDUYM]jEYNDEYOVoXDTE®
MDUyMj EzMTEyOVowfDELMAKGALIUEBhMCREsXITAfBgNVBAOTGE50SVQgQSOTIC8VIENWUjoyMTASMzEwW
NjFKMCEGA1UEAXxMaTk53VCBBL1MgLSBLRkOCUyAtIFNpZ25pbmcwIQYDVQQFEX5DV1I6MjEWOTMXMDYt
VU1EOjEzMzc20TE1NJcONjEwgZ8wDQYIKoZIhvcNAQEBBQADEYOAMIGIAOGBAKppY+YHI8px8M1APOU3
CdXvxvhujGenA3wgcSzoRC2YPtI1pRUBGsQepozq4Vz9K59Fous0G/eMmgrii@FqfqtZh8Dv24mmr1HX
cGYgbGgrIsglb6ebEq2zzCmICka3FYCoF111bFSI6/7uvaidhPrSeTq5+5g3FjueFQOvuXrF1AgMBAAG]
ggKuMIICqjAOBEgNVHQ8BAF8EBAMCA7gWKWYDVROQBCQWIOAPMAXMIALMF IxMiQxMjlagQ8yMDEGMDUyY
MjEzMTEyOVowRgYIKwYBBQUHAQEEOjA4MDYGCCsGAQUFBzABhipodHRwOi8vdGYzdC5vY3NwLmN1cnRp
ZmlrYXQuZGsvb2NzcC9zdGFOdXMwggEDBENVHSAEgTswgfgwgfUGCSkBAQEBAQEBAZCB5zAvBggrBgEF
BQcCARYjaHROcDovL3d3dy5jZXJ0aWZpa2FOLmRrL3J1cG9zaXRvcnkwgbMGCCsGAQUFBWICMIGmMMAOW
A1REQzADAgEBGOGXVERDIFR1c3QgQ2VydGlmaWthdGVyIGZyYSBkZW5uZSBDQSB1ZHNOZWR1cyB1bmR1
ciBPSUQgMS4xLjEuMS4xLjEuMS4AxLjEuMy4gVERDIFR1c3QgQ2VydGlmaWNhdGVzIGZyb20gdGhpcyBD
QSBhcmUgaXNzdWVkIHVUZGVYIE9IRCAXLJEUMSAXLJEUMSAXLjEUMS4zLjAcBglghkgBhvhCAQOEDXYN
b3InYW5XZWIObORpcjCB1lwYDVROFBIGPMIGMMFegVaBTpFEWTzELMAKGALITUEBhMCRE sXDDAKBgNVBAOT
A1REQzEiMCAGA1UEAXMZVERDIE9DRVMgU31zdGVtdGVzdCBDQSBISTEOMAWGALIUEAXMFQ1IMMz IwMaAv
0C2GK2h@dHA6LY90ZXNOLmNybC5vY2VzLmN1cnRpZmlrYXQuZGsvb2N1cy5jcmwwHwYDVROjBBgWF oAU
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HJgIRxpMOLkQxQQpW/HOToBqzH4WHQYDVROOBBYEFKQTOVUQMI it EXACDYGOWwWdiVvxMMAKGA1UdEwQC
MAAWGQYJK0ZIhvZ9BOEABAwWWChSEV]jcuMQMCA6gwDQYJIKoZIhvcNAQEFBQADEYEAFOCKONANXycyLjf+
ECUQLIORX1nv2nbcpOqIga8EusRDzmunapldQcoE7zwvm2hCY87/0kqj6Yde/akQKqr6PGKiM4f/sROR
Tx6U+rxgjVWPZWB2vPm/f+It8kjOv8Q/fuycAcRidm@owrCHPwgUQWVPMKNLrVbgDWgtbuo6Toc=
</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</SignatureProof>

The signature proof (excluding the sign text) will be stored by the signing service for
later retrieval together with a system proof. The signature proof together with the system
proof is designed to provide irreputable evidence that the signing operation has occurred.

The SignedSignatureProof stored internally in the signing service will exclude the actual
sign text because the service for privacy reasons is not allowed to persistently log the
clear text signed by users. It is therefore the responsibility of the service provider to log
this in his own system, such that in case of a dispute, the service provider can present
the original sign text to be verified against the signature proof. The sign text can be
acquired by using the following xpath expression:

/SignatureProof/kfobs:SigningAppletOutput/openoces:signature/ds:Signature/...
ds:Object/ds:SignatureProperties/ds:SignatureProperty...
[openoces:Name = "signtext"]

In order to be able to retrieve the signature and system proofs at a later point in time,
each signature and system proof pair is an assigned two unique numbers called CA1 and
CA2. The service provider must be able to provide these two numbers, since it will
otherwise be impossible to retrieve the system and signature proofs.

CA1 value can be acquired using the following xpath expression:
/SignatureProof/ @CA1

CA2 value can be acquired using the following xpath expression:

/SignatureProof/ @CA2

Note: If the service provider fails to accurately store the base64 encoded sign
text along with the CA1 and CA2 values in his own system, the data logged by
the signing service has no proof value since the sign text is unknown!

Service providers are therefore strongly advised to test that the logged sign text
in their own system match the digest in the received signature proof.
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7 Checks Required by Service Providers

In order to interact securely with the signing service, the service provider application
must at minimum perform the following actions and checks:

1. Log expected SignText and generate a random RequestID value (e.g. a 128 bit
pseudo random number) before redirecting the browser to the signing service.

2. Upon receiving the response from the signing service (via the browser):

a.

Validate that the response was signed by the specific VOCES certificate
published for the signing service (not just any VOCES certificate).

Check that the signing service certificate has not been revoked and has not
expired.

Check that the Status is "OK",

Check that the RequestID in the response matches the expected RequestID
for the given user, and then mark that the given RequestID cannot be
received again.

Validate that the sign text was actually signed by the user (the
corresponding value of the <openoces:Name>signtext</openoces:Name>)
is the same as the expected sign text logged in step 1 (comparison of
base64 encoded strings).

As a minimum log CA1, CA2 and sign text, or preferably the entire
<SignatureProof> element.

Besides checks performed in the application, the service provider must also
protect their systems and infrastructure properly. This includes for example the
private key for the VOCES or FOCES certificate used to authenticate the service
provider to the NemLog-in signing service.
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8 Error Codes

Error code ‘ Description

REVOKED

The user signed with a certificate that has
been revoked.

WRONG_SERIAL_NUMBER

The user signed with a certificate which had a
different serial number than the one specified
by the service provider.

UNSUPPORTED_CERTIFICATE

The user did not sign with a valid OCES
certificate.

EXPIRED

The user used a certificate that has expired.

NOT_YET_VALID

The user used a certificate that is not yet
valid.

VALIDATION_ERROR

The service provider certificate provisioned
into signing service (referenced by entity Id) is
not valid.

INVALID_CERTIFICATE

The user used an invalid certificate.

INVALID_PARAMETER

A mandatory parameter is missing or an
invalid parameter was specified by the service
provider.

APPLET_FAILURE

The Nets Danld signing applet failed.

INVALID_FINGERPRINT

The sighed fingerprint specified by the service
provider was invalid.

TEXT_MISMATCH

Unable to validate the signature against the
sign text.

SERVICEPROVIDER_NOTREGISTERED

The entity id specified by the service provider
was not known (i.e. has not been registered
through the Connection Support System).

UNSUPPORTED_DIGEST_ALGORITHM

The digest algorithm specified by the service
provider is not valid. Must be either SHA-1,
SHA-256 or unspecified.

INTERNAL_ERROR

An error occurred that prevented the signing
service from creating or storing the signature
and system proofs.

SERVICE_DENIED

An error occurred that prevented the signing
service from creating or storing the signature
and system proofs.
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9 Signing Web Service

The signing web service allows the service provider to send signature proofs to the
signing service, in case the service provider has created this proof himself, e.g. by
providing a rich user interface for signing agreements. The signing web service uses the
same signature verification component as the signing web page, but the verification
process is weakened because part of the process (the use of the signing applet) is not
under the control of the signing web service.

The signing web service returns a signed signature proof as described in section 5 above.
The service provider must save the sign text, CA1 and CA2 values of the signature proof
to be used in case of a dispute.

The WSDL description for the signing web service can be obtained from the following link
(the end-point referred point to the integration test environment):

https://signingservice.signering.test-nemlog-in.dk/SigningService.svc?wsdl

The web service exposes a single operation called ValidateSignature.

ValidateSignature has the following input parameters:

Field name Description Mandatory Processing

Signature The signature text as | Yes Signature = Base64
it was received from encoded signed document
the Danld applet received from Danld

Please note that
it is important to
keep white
space exactly
as it was
received from
Danld, as the
validation will
otherwise fail.

EntityId Each service provider | Yes
has a unique EntityId
which is used to
identify the service
provider in the
federation
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Field name Description Mandatory Processing
SignedFingerPrint | A signed digest of Yes SignedFingerPrint =

the fields Entityld Base64Encode(

and Signature. The SignSha256WithRsa(

d.lgest mqst be Sha256(

signed using the

service provider's Utf8Encode(

private key. Concat(

EntityId,

Signature))))

The output of the ValidateSignature operation is a structure containing the following
fields:

Field name Description Mandatory Processing
StatusCode Indicates the result Yes Error codes are
of the signing described in section 8
operation:

OK: The user signed
the sign text.

CANCELLED:

The user pressed
the cancel
button.

ErrorCode:

An error
occurred. The
error code
indicates the
type of error.

PID In case a citizen No
certificate was used
for signing, this field
contains the PID of
the certificate used

CVR In case an employee | No
certificate was used
for signing, this field
contains the CVR
number of the
certificate used
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Field name

Description

Processing

Mandatory

RID In case an employee | No

certificate was used

for signing, this field

contains the RID of

the certificate used
SignedSignatureProof | The signed document | No Encoded according to:

a.nd .re-5|gne.d by the Utf8Encode(

signing service.

SignedSignatureProof))

SignedFingerPrint A signed digest of Yes SignedFingerPrint =

the fields
StatusCode, Entityld,
PID, CVR, RID,
SignedSignatureProof
. The digest is signed
with the signing
service's certificate.

Base64Encode(
SignSha256WithRsa(
Sha256(
Utf8Encode(

Concat(StatusCode,
Entityld, PID, CVR, RID,
Base64Encode(
Utf8Encode(

SignedSignatureProof
)
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10 Change Log

Version ‘ Description of Changes Initials
2012-06-08 1.0 Initial version CVSH
2012-06-11 1.1 Added chapter about requirements to service TG
providers
2013-05-27 1.2 Updated document to reflect that the component CVSH
deployed in the integration test environment is no
longer a stub.
SignatureProofID has been changed to CA1 and
CA2.
2013-05-30 1.3 Reviewed with comments ASEP
2013-05-30 1.4 Comments incorporated in document CVSH
2013-06-13 1.5 Added section about the signing web service CVSH
Added section about the back channel web service
2013-06-21 1.6 Corrected processing description for ASEP
SignedFingerprint in Web Service.
2013-06-24 1.7 Added code snippet example for processing ASEP
request parameters
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