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1 Introduction

The purpose of this document is to describe how service providers and web service
consumers can test the integration to the Security Token Service from here on named
STS in the Nemlog-in integration test environment.

The audience is it-technicians who is going to perform the technical integration and
testing and it is assumed that the reader already have knowledge about OIO Identity-
based Web Services.

OIO Identity-based Web Services description and detailed information about the different
usage scenarios are documented on digitaliser.dk [OIOIDWS].

Comments are used throughout the document and intended as a guide for the reader.

The document consists of the following sections:
e Section 2 describes the service and service methods

e Section 3 contains the configuration needed to call the STS service in the
integration test environment

e Section 4 describes the test data available for the STS service
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2 Service description

The Nemlog-in2 STS Service exposes a method for exchanging security tokens that can
be used access specific web services.

The figure below illustrates the basic processing model:

wWSC WSP

Request
with identity token

Response

with ith
proof . dw't .
information identity

token

STS

Processing model and usage scenarios are described in detail in [STS-RULES] sections
2.1 and 2.2.

2.1 IssueToken

The IssueToken method is used to exchange a security token to an identity token usable
with a specific web service provider. As of March 2015 the term “identity token” includes
the variants for “"System User” and “Local IDP” [STS-RULES].

Syntax:

IssueToken(stsRequestl request)

e stsRequestl message is described in detail in [STS-RULES] section 2.3
Returns:

stsResponse

e a security token containing the identity token for usage with the specified web
service provider. The format is described in detail in [STS-RULES] section 2.5

Fault:
The STS returns WSTrust faultcodes.
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Fault code
wst:InvalidRequest

‘ Fault string

malformed

The request was invalid or

Description

Validation of message
failed with missing/illegal
elements, attributes or
values.

Wst:FailedAuthentication

Authentication failed

Sessionid, signature, cvr or
certificatetype errors

wst:RequestFailed

The specified request failed

STS service failures
frontend/backend

wst:InvalidSecurityToken

Security token has been revoked

Not used

wst:BadRequest

The specified
RequestSecurityToken is not
understood.

Message does not conform
to general wstrust schema

wst:ExpiredData

The request data is out-of-date

If
Envelope/Header/Security/
Timestamp/Expires value
is understood but not
accepted this error will be
returned

Or

If the NotOnOrAfter-
attribute is understood but
exceeded on either
Envelope/RequestSecurityT
oken/ActAs/Assertion/Subj
ect/SubjectConfirmationDa
ta or
Envelope/RequestSecurityT
oken/ActAs/Assertion/Con
ditions

wst:InvalidTimeRange

The requested time range is
invalid or unsupported

If unsupported or invalid
values in
Envelope/Body/RequestSe
curityToken/LifeTime will
return this error.

(Requested lifetime will be
overridden with default sts
lifetime policy)
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3

3.1

Configuration

Creating a WSC service for Integration test environment

To execute a STS call the proper registration of your service according to the test
scenario must be configured and migrated to integration test in the CSS - “Tilslutning
and administration” system.

Please refer to the user manual [CSS - USERMANUAL] for a more detailed description on
how to accomplish this.

For the three scenarios there are different requirements for the WSC service
configuration:

Bootstrap token scenario

In this scenario your service must be configured to have the
urn:liberty:disco:2006-08:DiscoveryEPR attribute asserted, which will contain the
bootstrap token from Nemlogin used for subsequent STS calls.

Local token scenario

In this scenario the user identity is proofed by a bootstrap token that is obtained
from WSC's local STS hosted by the WSC organization itself. The local STS must
be trusted by Nemlog-in STS. The local STS must be registered as WSC in
Nemlog-in CSS and enter terms and conditions with Digitaliseringsstyrelsen.

As of march 2015 there is a local IDP variant to the Local token scenario: it is
determined by the registration in CSS which variant (local STS or local IDP) is in
use for the WSC.

Signature scenario

In this scenario the user identity is proofed by the user signing the request to
Nemlog-in STS. The scenario contains no bootstrap tokens. The WSC constitutes
in this scenario any application hosted by any organization and no trust is
established directly between WSC and Nemlog-in STS.

As of March 2015 there is a new variant "System User” to the Signature scenario
allowing a “system” to sign the request (rather than a user). The System User
variant and it’s different versions is configured for the WSP in CSS.
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3.2 Binding

Connection to the web services is only allowed via SSL.

URL to the STS web service in integration test environment:

https://SecureTokenService.test-nemlog-in.dk/SecurityTokenService.svc

URL to STS web service in Production:
https://SecureTokenService.nemlog-in.dk/SecurityTokenService.svc

The STS used SOAP version 1.1 [SOAP11]. Hence the STS expects the following http
headers and values when requesting a token:

SOAPAction: http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue
Content-Type: text/xml;charset=utf-8

3.3 Nemlogin STS signing certificates

STS signs the response messages. The certificates used to validate the signature can be
found on the testportal site.

Integration test certificate

[IntegrationTestSigning.cer]

Production certificate

[ProductionSigning.cer]
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4 Test data

This section describes the available test data and documents a test call with response for
each of the three usage scenarios. It is not possible to run the test calls directly against
the sts test service as they will have expired time instant values.

4.1 WSP test certificate

In integration test a test web service provider WSP has been configured with the entityid
https://saml.nnit001.dmz.inttest. This entity can be used as the test WSP if you do not
create one for your system using the Nemlogin administration site.

The response assertion for the WSP entity https://saml.nnit001.dmz.inttest is encrypted
with the public key of the DanID Voces testcertificate. Included in this document is a link
to the certificate including the private key which can be used for decrypting the response
for that WSP.

[DanIDVocesGyldig.p12]

4.2 WSP test endpoint

Integration test also has an “ECHO” identity based web service, which can be called with
the token issued by STS. The web service simply echoes the request.

Connection to the echo web service is only allowed via SSL.

URL to the STS "ECHO” web service in integration test environment:

https://securetokenwsp.test-nemlog-in.dk/SecurityTokenServiceMessageEcho.svc

4.3 Bootstrap token scenario

In this scenario your service is configured to receive urn:liberty:disco:2006-
08:DiscoveryEPR attributes from NemLogin when a user login. The value of this attribute
is used to request an identity token for the test WSP https://saml.nnit001.dmz.inttest in
the below example request against sts.

Request and response messages are described in detail in [STS-RULES].
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4.3.1 Request example

Note that the content of the wst14:ActAs can be sent Base64 encoded as it is received
from the NemLogin assertion, but for purpose of this example is decoded. STS accepts
both formats for the content of the ActAs element

POST https://securetokenservice.nemlog-in.dk/SecurityTokenService.svc HTTP/1.1
SOAPAction: http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue
Content-Type: text/xml;charset=utf-8

Host: securetokenservice.nemlog-in.dk

Content-Length: [length]

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0org/2001/XMLSchema"
xmlns="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:wst="http://docs.oasis-
open.org/ws-sx/ws-trust/200512" xmlns:wstl4="http://docs.oasis-open.org/ws-sx/ws-
trust/200802" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy">
<S11:Header>

<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>

<wsa:MessageID wsu:Id="msgid">uuid:40ffa8d6-c575-4f38-8204-
8a5d541d5e59</wsa:MessagelD>

<wsa:To wsu:Id="to">https://bootstrap.sts.nemlog-in.dk/</wsa:To> [Conunented[Al]:Bootﬂrapscenaﬁo

<wsse:Security Sll:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec-ts">
<wsu:Created>2015-03-19T709:06:04Z</wsu:Created>
<wsu:Expires>2015-03-29T09:06:04Z</wsu:Expires>
</wsu:Timestamp>
<wsse:BinarySecurityToken wsu:Id="sec-binsectoken" ValueType="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-
1.0#Base64Binar1">WIIGIDCCBQigAwIBAgIETAVlTZANngqhkiGQwBBAQsFADBIMQSWCQYDVQQGEWJESZES
MBAGA1UECgwIVFJVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSULIIENBMBAXDTEYMD
ExMjE@GMTQWN10oXDTE2MDEXMjEOMTM1M1owdjELMAKGALIUEBhMCRE sxKjAoBgNVBAOMIcOYa29ub21pc3R5cmVs
c2VUuIC8VIENWUjoxMDIxMzIzMTE7MBcGAIUEAWWQTWOYdGVUIElvcnR1bnN1bjAgBgNVBAUTGUNWUjoxMDIxMz
1zMS1SSUQ60TMSNDCINTIwggE iMABGCSGGS Ib3DQEBAQUAA4TBDWAWEEEKACIBAQDXXgVHi pGqErG8XLbYgxmP
vyZzhlaBK4th2YaiIbRyZ{S03g0xhWs+XR3ILOrVMgKXERYGDAFTnNfWU7TpYaTO8pnXEx2+bV2ohIzcyavQYW
21KMgcplpsWréewv5IuF@Ykhydv900qIRouBh4oHIwvBjVIQLDWOL+d6bJ/DjW+tHWtUWMYPUKZRjQf6dWIA45p
kLH8mcFNztxGIOZHv1qH7IiPHc73KKgxmig/vvdUCVI15MADeCsQQ8ds@Aw7uF JiytROF/5wD@jJ0ZHIToBLVt
Qd8UShEtL6TSiEchi2ZVPf/tImiRriQQNHQy/SWEP1nkt2HZXRkuPNzt1GeMVBAgMBAAGjggLiMIIC3FA0BGNV
HQ8BAT8EBAMCA/gwgZQGCCsGAQUFBWEBBIGHMIGEMDsGCCsGAQUFBzABhi90dHRWOi8vb2NzcC5zeXNOZW10ZX

2015-03-20 Version: 1.3 Page 9 of 61
Author: AXPE
Approved by: ID: 32309


https://securetokenservice.nemlog-in.dk/SecurityTokenService.svc
http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2005/08/addressing
http://www.w3.org/2001/XMLSchema-instance
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://www.w3.org/2000/09/xmldsig
http://docs.oasis-open.org/ws-sx/ws-trust/200512
http://docs.oasis-open.org/ws-sx/ws-trust/200512
http://docs.oasis-open.org/ws-sx/ws-trust/200802
http://docs.oasis-open.org/ws-sx/ws-trust/200802
http://schemas.xmlsoap.org/ws/2002/12/policy
http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue%3c/wsa:Action
http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue%3c/wsa:Action
https://bootstrap.sts.nemlog-in.dk/%3c/wsa:To
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary

Nemlog-in STS Digitaliseringsstyrelsen
Nemlog-in

NOOC50cnVzdDIOMDguY29tL3J1c3BvbmR1cjBFBggrBgEFBQcwAoY5aHROcDovL20uYWlhLnN5c3R1bXR1c3Q4
LnRydXN@MjQwOC5jb20vc31zdGVtdGVzdDgtY2EuY2VyMIIBIAYDVROgBIIBFzCCARMWggEPBEOrBgEEAYHOUQ
IEBEIFMIH9MC8GCCSsGAQUFBWIBFiNodHRwOi8vd3d3LnRydXNOMjQwOC5jb20vcmVwb3NpdGIyeTCBYQYIKwYB
BQUHAg IwgbwwDBYFRGF uSUQWAWIBARGBGORhbk1EIHR1c3QgY2VydGlmaWthdGVyIGZyYSBkZW5uZSBDQSB1ZH
NOZWR1cyB1bmR1ciBPSUQgMS4zLjYuMS40LEUMZEZMTMUMi40LjYuMi41LiBEYW5JRCBOZXNOIGN1cnRpZml j
YXR1cyBmcm9tIHRoaXMgQOEgYXJ1IGlzc3V1ZCB1bmR1ciBPSUQgMS4zLjYuMS40LjEUMZEZMTMUMi40L jYuMi
411 jJAYBgNVHREEETAPgQ1qZWxmQG5uaXQuY29tMIGrBgNVHR8EgaMwgaAwOqA40DaGNGhOdHA6LY9jcmwuc31lz
dGVtdGVzdDgudHJ1c3QyNDA4LmNVbS9zeXNOZW10ZXNOOCS5jcmwwYqBgoF6kXDBaMQswCQYDVQQGEWIESzESMB
AGA1UECgwIVFIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGV+tdGVzdCBWSULIIENBMRAWDEYDVQQD
DAdDUkwxMTIOMB8GA1UdIWQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBTV7aQGa8L1lqgrrstR
8ItB9LZzORT/zAIBgNVHRMEAjAAMAGGCSqGS Ib3DQEBCWUAA4IBAQAOPdO4cFScEKoZgug3x+GBFoYzDgYBZR/d
SJexU3N9+e5wTgwterC9Ykk3BTV4AV1IB16NFUjPOTPqOZaCkqTdWlXruy@wNKvMNGacVZIhS91baTW3ZnNIhAES
Xx5gDxvsjuRVcOxZvyAhT7jkp4I62haMoDt+pRsZoDcVCNOKULWL+Lh5efaBOvSCMsyKUjXf9A/F21nhBiNsECs
WjNXyt2/igbTuYCST12dTCpHs+sDEAnaz1TJa2B/CMUP015niVLFUOWCPPyxurUZfB3bK/9qdHT60IvaVezwAA
mchEw7cw4AAGKDPMD61qstFgaObBBdesznJkW/SNth/lck/wsse:BinarySecurityToken)
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"

/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />
<Reference URI="#action">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>NrdtWxaigbkMffHPgKCAMNdqOhRMvsKQSkNelmS5cAE=</DigestValue>
</Reference>
<Reference URI="#msgid">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>94gI1eCKv6T4IKBSEG3FXvvSINz4cgbsepvHzgKul30=</DigestValue>
</Reference>
<Reference URI="#to">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>PNO/5160jJ4gfW7vMa/rg6cSznZbiHBuVetvfGLuxZ4=</DigestValue>
</Reference>
<Reference URI="#sec-ts">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>4w+7pyUBnARsO7P6K3gqLZyZQcS4fVX5hX0jpzlUpva=</DigestValue>
</Reference>
<Reference URI="#sec-binsectoken">
2015-03-20 Version: 1.3 Page 10 of 61
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<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>gCOrvFzqTwR4HgCX511Q6AnQuriSEQWIOPUZ1HDD9NNO=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>uGMGz3+ryLvOUqCRYI2vxbHZLtwjwMpAFvf2g691is8=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>UpsGHBISL1BiaBwvGS7cz4GOvuICrXCQrXg54WmlrDl/XjFQ1lbRgvoyLdFFa9pnWmLt10y
bxGMw+v98x0LBhyBDzrQIQp/TjWjwapWxvz4yoexNou/C3htCDOINofwTWyRhgfpIcRS7jc4XIdtlvQr2npjqd
Hy8mdL1jAIt87DAUkpiu4Gv62Xj+1vOC/FvnXaGfpnMMDSNWdbsghnFOU3ZNwKKKT2fPD1mIsbgFLvYH7iP2Dd
0TKJI30pH+8rgkGcXbaTwISWjNycJFjpK51GbJiA/DOVykiAyGcZIUMa026kYZn1vSWUNOAAACtITDC+6SQ6wWAL
YwPUMuUnkJ3o0ig==</SignaturevValue>
<KeyInfo>
<o:SecurityTokenReference xmlns:o="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<o:Reference URI="#sec-binsectoken" />
</o:SecurityTokenReference>
</KeyInfo>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<wst:RequestSecurityToken Context="urn:uuid:9cefa774-2922-4a49-afbe-d7d81fb11d79">
<wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Issue</wst:RequestType>
kwst14:ActAs>
<saml2:Assertion ID="984be972-3e03-4002-afb5-906d56feadca” IssueInstant="2015-
03-19T09:06:04.27" Version="2.0">
<saml2:Issuer>https://saml.nemlog-in.dk</saml2:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-

clan#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-

sha256" />
<Reference URI="#984be972-3e03-4002-afb5-906d56feadca">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-

signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
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<DigestValue>Z9fLQXTfu35PaenI+Unz9bgmZWMH20umocZozz8cSkE=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>Eb9vWh1lf1GBxKYEatsurCIUEysqIMHWGVWWTIICcS3xxjAD0®13L3gzqCpWdqVM/YgXZBG
501MJ1Ge8s9Q9H+1y60eNTdKiA5B60K112S0i/ovgWzTc TYmHYANVZYyuSMcaZWYYg/ShrXGNi6VotJ4dbg2X1gS
oxWNFqGYV2+9VSurTFVYEEMbSmFUEPkyfVZsWilG1MULewVEBB91pBQTSV+ZVtOMr5W2wHtUuYQNMM]ZnyfHch
zAThMZX6HfWp8XtQz1rXbgMquIrK+64cDQOj//M8hdhxjN5+70Z1ZGUZGeqv8wwyulZ16i6P/YqVNaeA1APS5p
Tt+Y57aXL1HcuA==</SignatureValue>
</Signature>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:XSBBSubjectName">k=DK,0=¢konomistyrelsen // CVR:10213231,CN=Morten
Mortensen,Serial:CVR:16213231-RID:93947552k/sam12:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-
of-key">
<saml2:SubjectConfirmationData
xsi:type="saml2:KeyInfoConfirmationDataType">
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>MIIGIDCCBQigAWIBAgIETAV1TzANBgkqhkiGOwOBAQsFADBIMQswWCQYDVQQGEWIESZ
ESMBAGA1UECgwIVFJVU1QyNDA4MSUwWIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSULIJIENBMBAXDTEY
MDEXMjE@OMTQWN10XDTE2MDEXMjE@MTM1IMlowdjELMAKGATUEBhMCRE sxKjAoBgNVBAOMIcOYa29ub21pc3R5cm
Vsc2VuIC8VIENWUjoxMDIxMzIzMTE7MBcGAIUEAWWQTWOYdGVUIE1vcnR1bnN1bjAgBgNVBAUTGUNWUjoxMDIx
MzIzMS1SSUQ60TMSNDCINTIwggE iMAGGCSqGS Ib3DQEBAQUAA4IBDWAWEEEKACIBAQDXXgVHi pGqErG8xLbYqgx
mPvyZzhlaBK4th2YaiIbRyZfS03g0xhWs+XR3JILOrVMgKXERYGDAFTnNFWU7TpYaTO8pnXEx2+bV2ohIzcyavQ
YW21KMgcplpsWréewv5IuF@Ykhydv900qIRouBh4oHIwvBjVIQLDWOL+d6bJ/DjW+tHWtUWMYPUKZRjQf6dWIAL
SpkLH8McFNztXxGIOZHv1gH7IiPHc73KKgxmig/vvdUCVI15MADeCsQQ8ds@Aw7uFJiytROF/5wD0OjJ0ZHIToBL
vtQd8UShEtL6TSiEchi2ZVPf/tImiRriQQNHQy/sSWEP1nkt2HZXxRkuPNzt1GeMVBAgMBAAGjggLiMIIC3jAOBg
NVHQ8BAT8EBAMCA/ gwgZQGCCsGAQUFBWEBBIGHMIGEMDsGCCsGAQUFBzABhi90dHRWOi8vb2NzcC5zeXNOZW10
ZXNe0C50cnVzdDIOMDguY29tL331c3BvbmR1cjBFBggrBgEFBQcwAoY5aHROcDovVL20uYWlhLnN5c3R1bXR1c3
Q4LnRydXNeMjQwoC5jb20vc31zdGVtdGVzdDgtY2EuY2VyMIIBIAYDVROgBIIBF zCCARMWEgEPBE@rBgEEAYHO
UQIEBgIFMIHOMC8GCCSGAQUFBWIBFiNodHRwOi8vd3d3LnRydXNOMjQwOC5jb20vcmVwb3NpdGOyeTCBYQYIKw
YBBQUHAgIwgbwwDBYFRGFuSUQWAWIBARqBgORhbk1EIHR1c3QgY2VydGlmaWthdGVyIGZyYSBkZW5uZSBDQSB1
ZHNOZWR1cyB1bmR1ciBPSUQgMS4zLjYuMS40LjEuMzEZzMTMUMi40LjYuMi41LiBEYWS5JRCBOZXNOIGN1cnRpZm
1jYXR1cyBmcm9tIHR0aXMgQOEgYXJ11G1zc3V1ZCB1bmR1ciBPSUQEMS4zLjYuMS40LjEUMZEZMTMUMi40LjYu
Mi41LjAYBgNVHREEETAPEQ1qZWxmQG5uaXQuY29tMIGrBgNVHR8EgaMwgaAwOgqA40DaGNGhOdHAGLY9jcmwuc3
1zdGVtdGVzdDgudHI1c3QyNDA4LmNvbS9zeXNOZW10ZXNOOCS5j cmwwYqBgoF 6kXDBaMQswCQYDVQQGEWIESZES
MBAGA1UECgwIVFJVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1IIENBMRAWDEYDVQ
QDDAdDUkwxMTIOMB8GA1UdIWQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDgQWBBTV7aQGa8L1grrs
tR8ItB9LzORT/zAJBgNVHRMEAjAAMAOGCSqGSIb3DQEBCWUAA4IBAQAOPAOACFSCcEKoZgug3x+GBFoYzDgYBZR
/dSJexU3N9+e5wTgwterCoYkk3BTVAV1B1ENFUjPOTPq0ZaCkqTdW1Xruy@wNKvMNGacVZIhS91baTW3ZnNIhA
E5x5gDxVvsjuRVcOxZvyAhT7jkp4J62haMoDt+pRsZoDcVCNOKULWL+Lh5efaB9vSCMsyKUjXf9A/F21nhBiNsE
CsWjNXyt2/igbTuYCST12dTCpHs+sDEAnaz1TJa2B/CMUP0o15niVLFuOWCPPyxurUZfB3bK/9qdHT60IvaVezw
AAMCWYEW7CW4AAGKDPMDG1gsRxFgaObB3bd5zCbnJkW/SNhg8/1c</ds :X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</saml2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
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<saml2:Conditions NotBefore="2015-03-19T709:06:04.2Z" NotOnOrAfter="2015-03-
19T17:06:04.2Z">
<saml2:AudienceRestriction>
<saml2:Audience>https://bootstrap.sts.nemlog-in.dk/</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AttributeStatement>
<saml2:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic" Name="dk:nemlogin:saml:attribute:IdPSessionIndex">
<saml2:Attributevalue xsi:type="xs:string">58-31-13-5C-12-02-45-DO-57-
35-33-3E-B9-D9-D7-8D-FE-70-D4-27</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic" Name="dk:nemlogin:saml:attribute:SpEntityId">
<saml2:AttributeValue xsi:type="xs:string">https://spl.dev-nemlog-
in.dk</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="SpecVer"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:SpecVer">
<saml2:AttributevValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="AssurancelLevel"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:AssurancelLevel">
<saml2:AttributeValue xsi:type="xs:string">True</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Surname"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" Name="urn:o0id:2.5.4.4">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="CommonName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" Name="urn:oid:2.5.4.3">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Uid"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="urn:0id:0.9.2342.19200300.100.1.1">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Mail"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="urn:0id:0.9.2342.19200300.100.1.3">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="serialNumber"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" Name="urn:oid:2.5.4.5">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
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<saml2:Attribute FriendlyName="userCertificate"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="urn:o0id:1.3.6.1.4.1.1466.115.121.1.8">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Certificate issuer attribute"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="urn:0id:2.5.29.29">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="CprNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:CprNumberIdentifier">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="UniqueAccountKey"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:UniqueAccountKey">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Privileges"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:Privileges_intermediate">
<saml2:AttributeValue
xsi:type="xs:string">PD94bWwgdmVyc21lvbjOiMS4wIiBlbmNvZGluZz@iVVRGLTgiPz48YnBwO1lByaXZpb
GVnZUxpc3Qg
eG1lsbnM6eHNpPSJodHRwWOi8vd3d3LnczLm9yZy8yMDAXL1IhNTFNjaGVtYS1pbnNOYW5jZSIgeGls
bnM6YnBwPSJodHRwOi8vaXRzdC5kay9vaW9zYW1sL2Jhc21jX3ByaXZpbGVnZVOwcmOmaWx1Ij48
UHJpdmlsZWd1R3JIvdXAgU2NvcGU9InVybjpkazpnb3Y6c2FtbDpDdnJOdW1iZXJIIZGVudGlmahVy
0jEwMjEzMjMxIj48UHIpdmlsZWd1PmhedHBz0i8vbm9ybXByaXYxLnBoPC9Qcml2aWx1Z2U+PC9Q
cml2aWx1Z2VHcm91cD48L2IwcDpQecml2aWx1Z2VMaXNOPg==</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="IsYouthCert"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:IsYouthCert">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="PidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:PidNumberIdentifier">
<saml2:AttributevValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Postal address"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="urn:0id:2.5.4.16">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Title"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="urn:o0id:2.5.4.12">
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<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Organization unit"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="urn:o0id:2.5.4.11">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
</wstl4:ActAs>
<wsp:AppliesTo>
<wsa:EndpointReference>
<wsa:Address>https://saml.WSPSUALL.env</wsa:Address)>
</wsa:EndpointReference>
</wsp:AppliesTo>
</wst:RequestSecurityToken>
</S11:Body>
</S11:Envelope>

4.3.2 Response envelope example (decrypted)

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing" xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.9.xsd">
<S11:Header>
<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
<wsa:MessageID wsu:Id="messageid">uuid:eed4e62b5-e930-4b09-9777-
67bb5308c45c</wsa:MessageID>
<wsa:RelatesTo wsu:Id="relatesto">uuid:40ffa8d6-c575-4f38-8204-
8a5d541d5e59</wsa:RelatesTo>
<wsse:Security S11l:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec_timestamp">
<wsu:Created>2015-03-19T709:06:17.580Z</wsu:Created>
<Wsu:Expires>2015-03-19T17:06:17.580Z</wsu:Expires>
</wsu:Timestamp>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></CanonicalizationMethod>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
shal"></SignatureMethod>
<Reference URI="#action">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"></Transform>
</Transforms>

Commented [A4]: Base64 decoded bootstrap token
issued by Nemlogin. Can be sent encoded as received
by Nemlogin and is only decoded here to illustrate
contents

Commented [A5]: Entityid of the WSP to get an
identity token for
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<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" ></DigestMethod>
<DigestValue>1hj8fpM7T5rcOsNRPpnxA3p3AkM=</DigestValue>
</Reference>
<Reference URI="#messageid">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-

signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" ></DigestMethod>
<DigestValue>bBL02guR70AN36ap5Qk8k6qIxfI=</DigestValue>
</Reference>
<Reference URI="#relatesto">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-

signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" ></DigestMethod>
<DigestValue>xxCvtfcbPZPULgiIXGPx82yQ+Bw=</DigestValue>
</Reference>
<Reference URI="#sec_timestamp">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-

signature"></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" ></DigestMethod>
<DigestValue>@5bwXa4Lh6tQIAQtIKGx2G71584=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-

signature"></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" ></DigestMethod>
<DigestValue>SvowhgBcd4P+ttL]I/ovOlv7ZjIc=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>hJYbPDB3Xz/TVtSQ61Py30itonNYhmKk/FQLkHKA40imimFPgg8k2SnfUnMYXrn3gqbOTyT
bUOaocNvigxog7t4quWN/Gx6CAxfeefCwbnwMigtXI+5ZuM496EhDOFEPZgEKNqkh7CIkvs261a7y+RwKHuswYx
rw/16kqwlBkXmBTjvUOODW4gjX6kSLkIpwmgpPpb3bC6PMUOSDYy1eKRXRy92gtg1lp8MzX/V3PHVUXOMN7 7M+yP
3+WUai@ZUKe+50ncsF3mdBo7a/Ge/CrDHiNw300GESEZusFMn/R8HVA6HOSA+dm+D7YZBVnyT2m9OvZVx/S/KQM

I+oQsk7@mUlijQ==</SignatureValue>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
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<RequestSecurityTokenResponseCollection xmlns="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<RequestSecurityTokenResponse Context="urn:uuid:9cefa774-2922-4a49-afbe-
d7d81fb11d79">
<TokenType />
<AppliesTo xmlns="http://schemas.xmlsoap.org/ws/2002/12/policy">
<EndpointReference xmlns="http://www.w3.0rg/2005/08/addressing">
<Address>https://saml.WSPSUALl.env</Address)>
</EndpointReference>
</AppliesTo>
<RequestedSecurityToken>
<Assertion ID="_2b439124-f8c0-448a-bc77-ca7968824aec" IssueInstant="2015-03-
19709:06:17.580Z" Version="2.0" xmlns="urn:oasis:names:tc:SAML:2.0:assertion">
<Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">https://bootstrap.sts.nemlog-in.dk/</Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-

exc-cl4n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-
more#frsa-sha256" />
<ds:Reference URI="#_2b439124-f8c0-448a-bc77-ca7968824aec">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature” />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"

/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"

/>

<ds:DigestValue>80eHENpwgGId8PQSguWsPAeORd1+DwGqIF/uD9E4LBs=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>07+u61lxbH5x936UaH/qyTcL+GvhgoSXLxXGcW/gXujyOhlCvO+XHEce6gDFIngR/w/CG
Riv7EjZSsG1809cU3INSEmODO4GtfoCyuyCPw2fXMOKFODcfGf8AWNVhPIUGOE/LgBIQNZsbME4YyA3Rk1Vcs4
+R3J51PrRiWKojnteEG1X3FSH/3vFfhDTX3wvDuf+rVM2vX2Kx89bQRNYEEPUOeMidRZ1CTciGRA3M1W12eN3MB
07sDPKsK9od+w/mnnb+AEJIwQ5/JhRNA/pIp2XfaFrDcubF1WM3mcdhu9j2Y8vAwWffQUKNZLMBWALCAXYGm7ofv
bnNrrTvndwC/G3/bQ==</ds:Signaturevalue>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<X509Certificate>WIIGFTCCBPZgAwIBAgIETBIijANngqhkiGQWGBAQsFADBIMstCQYDVQQGEwJESZESM
BAGA1UECgwWIVFJIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1JIENBMBAXDTEOMDE
ZMDEwMjkzN1oXDTE3MDEzMDEWM]jgyM1owgYQxCzAIBgNVBAYTAKRLMSEwHWYDVQQKDBhOTk1UIEEVUyAvVLYyBDV
116MjEWOTMXMDYxUjA1BgNVBAUTHKNWUJoyMTASMZzEWNi1GSUQEMTMZzNjQ2NzA5MjUWNZApBENVBAMMIKtGTO]
TICOgQURGUyAoZnVua3Rpb25zY2VydGlmaWthdCkwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWEEEKAOIBAQCPU
3eSu@HkpTrawmmtaeBezZL7NnNno/L4fIWXXawxUcIfcngSp5ZKpjBmamzeRRwgkY10n@WfROeqMgOCXRNNNRd
+I2aWWSWIMPYVGVZqT2/MQPo2UvDZ2Z/j4xyQDUx7L+16e1sq7IDGFSvzwrE/quU98Zr3bm3HvbUTK5F4ZE2w4R
eB2UU2QJowDUrdMNmoQ57Bx7U0obgwlNb3VYVwYwdgoIwQik+Jonm8/i4mNeKnGstYTZuEJTOr1LGOT3Q0rqIM
Y8COYvIuTy14nC+cZAcSV4AnWCnZ3MzTX6CohkzBG87W3BiPHIBDrjoGyilwhCorjgoFMkuIWgzgv2MDMjAgMBA

Commented [A6]: Entityld of the WSP this identity
token is valid for
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AGjggLIMIICXxDAOBgNVHQ8BAT8EBAMCBLAWEZQGCCSGAQUFBWEBBIGHMIGEMDSGCCsGAQUFBzABhi90odHRwWOi8
vb2NzcC5zeXNOZW10ZXNeOC50cnVzdDIOMDguY29tL3J1c3BvbmR1cjBFBggrBgEFBQcwAoY5aHROcDovL2YuY
W1hLnN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vc31zdGVtdGVzdDgtY2EuY2VyMIIBIAYDVROgBIIBFzCCARM
wggEPBg@rBgE EAYHOUQIEBgQCMIHIMC8GCCSGAQUFBWIBF iNodHRWO18vd3d3LnRydXNOMjQwOC5jb2@vcmVwb
3NpdG9yeTCByQYIKwYBBQUHAE IwgbwwDBYFRGFuUSUQWAWIBARGBqORhbk1EIHR1c3QgY2VydGlmaWthdGVyIGZ
yYSBKZW5uZSBDQSB1ZHNOZWR1cyB1bmR1ciBPSUQgMS4zLjYuMS40LjEUMZEZMTMUMi40LjYUNCAyLiBEYWS5IR
CBOZXNOIGN1cnRpZmljYXR1lcyBmcm9tIHRoaXMgQOEgYXJI1IG1zc3V1ZCB1bmR1ciBPSUQgMS4zLjYuMS40LJE
uMzEzMTMuMi4@L jYuNC4yLjCBqwYDVROFBIGjMIGEMDqgOKA2hjRodHRWOi8vY3JsLnN5c3R1bXR1c3Q4LnRyd
XNOMjQwOC53jb20vc31zdGVtdGVzdDguY3IsMGKgYKBepFwwijELMAKGA1UEBhMCRE sxEjAQBgNVBAOMCVRSVVN
UM3jQwODE 1IMCMGAL1UEAwwCVFJVU1QyNDA4IFN5c3R1bXR1c3QgVk1ISSBDQTEQMA4GALIUEAWWHQLIMMTY2MDATB
gNVHSMEGDAWgBSWGZYTOyIpwj355/mT68bLPhIfBDAdBgNVHQAEFgQUseDuU/uyKIUjTMudkt0z/qCI9cEYWCQY
DVROTBAIWADANBgkghkiGOwOBAQsFAAOCAQEAWFWB2H/B1R8MO/qWSsZTD7FfMoPpNVzyK8gDIBATZnxqZYKYdq
qC93DmstKuVrVdVaolH8rUXb6UrcTgHWzvsbFI1IM6zgXUS51mljypkn9+8NZrw2ttxbZ1MyB8uCOcQ2Eaj5Fyfa
QTr6HVWQDE®/9Qz0btiaNweKv4DVTF+IBgCj4S8KEIWvGB66QPFrACGY8pVizHIVMgokMu6cqSULcQ4tKRFSPG
nac2debqllZkn+pxmD1dw6BUgh@SQ1ijfhl15TnVpVBAuvjIbpFD6rhuETDE6USGECO50CogqxksFbc4anfOPE7u6
AlqueroZrTeryIZanechcheEDZRYw==k/X509Certificate>
</X509Data>
</KeyInfo>
</ds:Signature>
<Subject>

<NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName" >C=DK,O=@konomistyrelsen // CVR:10213231,CN=Morten
Mortensen,Serial=CVR:10213231-RID:93947552</NameID>

<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-
key">

<SubjectConfirmationData a:type="KeyInfoConfirmationDataType"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>

<X509Certificate>WIIGIDCCBQigAwIBAgIETAV1TZANngqhkiG9WOBAQsFADBIMQSWCQYDVQQGEWJESZESM
BAGA1UECgwWIVFJIVU1QyNDA4MSUwWIWYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1JIENBMBAXDTEYMDE
XMjEOMTQWN10oXDTE2MDEXMjEOMTM1MlowdjELMAKGAIUEBhMCRE sxKjAoBgNVBAOMIcOYa29ub21pc3R5cmVsc
2VuIC8VIENWUjoxMDIxMzIzMTE7MBcGALUEAWWQTWOYdGVUIE1vcnR1bnN1bjAgBgNVBAUTGUNWUjoxMDIXxMzI
zZMS15SUQ60TMSNDCINTIwggE iMAGGCSqGSIb3DQEBAQUAA4AIBDWAWEEEKACTBAQDXXgVH1pGGErG8XLbYgxmPy
yZzh1aBK4th2YaiIbRyZfS03g0xhWs+XR3JILOrVMgKxXERYGDATTNNFWU7TpYaTO8pnXEx2+bV2ohIzcyavQYW2
1KMgcplpsWréwv5IuF@Ykhydv900qIRouBh4oHIwvBjVIQLDWOL+d6bI /DjW+tHWtuWMyPUKZRjQF6dWIA45pk
LH8mMcFNztxGIOZHv1gH7IiPHc73KKgxmig/vvdUCVI15MADeCsQQ8ds@Aw7uFJiytROF/5wD@jJ0ZHIToBLVtQ
d8UShEtL6TSiEchi2ZVPf/tImiRriQQNHQy/sWEP1nkt2HZXxRkuPNzt1GeMVBAgMBAAG]jggLiMIIC3jAOBgNVH
Q8BAT8EBAMCA/gwgZQGCCsGAQUFBWEBBIGHMIGEMDSGCCsGAQUFBZzABhi90dHRWOi8vb2NzcC5z2eXNOZW10ZXN
00C50cnVzdDIOMDguY29tL3J1c3BvbmR1cjBFBggrBgEFBQcwAoY5aHROcDovL20uYW1hLnN5c3R1bXR1c3Q4L
nRydXN@MjQwoC5jb20vc31zdGVtdGVzdDgtY2EuY2VyMIIBIAYDVROgBIIBF zCCARMWggEPBg@rBgEEAYHOUQT
EBgIFMIH9MC8GCCsGAQUFBWIBFiNodHRwOi8vd3d3LnRydXNOMjQwOC5jb20vcmVwb3NpdGOyeTCBYQYIKwYBB
QUHAgIwgbwwDBYFRGFuSUQWAWIBARqBgORhbk1EIHR1c3QgY2VydGlmaWthdGVyIGZyYSBkZW5uZSBDQSB1ZHN
0ZWR1cyB1bmR1ciBPSUQgMS4zLjYuMS40LjEuMzEZMTMUMi40LjYuMi41LiBEYWSIRCBOZXNOIGN1cnRpZmljY
XR1lcyBmcm9tIHRoaXMgQOEgYXJ1IG1lzc3V1ZCB1bmR1ciBPSUQgMS4zLjYuMS40LjEUMzEZMTMUMi40LjYuMi4
1LjAYBgNVHREEETAPEgQ1qZWxmQG5uaXQuY29tMIGrBgNVHR8EgaMwgaAw0qA40DaGNGhOdHA6LY9jcmwuc3lzd
GVtdGVzdDgudHJI1c3QyNDA4LmMNvbS9zeXNOZW10ZXNOOCS5 jcmwwYqBgoF6kXDBaMQswCQYDVQQGEWIESZESMBA
GA1UECgwIVFJIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1JIENBMRAWDEYDVQQDD
AdDUkwxMTIOMB8GA1UdIwQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDgQWBBTV7aQGa8L1qrrstR8

Commented [A7]: Certificate used to sign the message.
Do not verify signature with embedded certificates.
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ItB9LzORT/zAIBgNVHRMEAjAAMAGGCSqGSIb3DQEBCWUAA4IBAQAOPdOACFSCcEK0Zgug3x+GBFoYzDgYBZR/dS
JexU3N9+e5wTgwterC9Ykk3BTV4V1B16NFUjPOTPq0ZaCkqTdWlXruy@wNKvMNGacVZIhS91baTW3ZnNIhAE5xX
5gDxvsjuRVcOxZvyAhT7jkp4J62haMoDt+pRsZoDcVCNOKULWL+Lh5efaB9vSCMsyKUjXF9A/F21nhBiNsSECSW
jNXyt2/igbTuYCST12dTCpHs+sDEAnazZ1TJa2B/CMUP0o15niVLFUOWCPPyxurUZ{B3bK/9qdHT60IvaVezwAAm

CNYEW7CW4AAGKDPMDqustFgaObB3bd52Cankw/SNth/lck/X509Certificate> Commented [A8]: Certificate used to sign the
</X509Data> requestmessage as SubjectConfirmation has been set

</KeyInfo> to holder-of-key

</SubjectConfirmationData>
</SubjectConfirmation>
</Subject>
<Conditions NotBefore="2015-03-19T09:06:17.580Z" NotOnOrAfter="2015-03-
19T717:06:17.580Z">
<AudienceRestriction>
<Audience>https://saml.WSPSUAll.env</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
kAttribute Name="dk:gov:saml:attribute:SpecVer"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="SpecVer">
<AttributeValue>DK-SAML-2.0</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:AssuranceLevel"”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="AssurancelLevel">
<AttributeValue>2.0</AttributeValue>
</Attribute>
<Attribute Name="urn:o0id:2.5.4.4"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="surName">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:oid:2.5.4.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CommonName" >
<AttributeValue>Morten Mortensen</AttributeValue>
</Attribute>
<Attribute Name="urn:0id:0.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="uid">
<AttributeValue>CVR:10213231-RID:93947552</AttributeValue>
</Attribute>
<Attribute Name="urn:0id:0.9.2342.19200300.100.1.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="mail">
<AttributeValue>MortenMortensen@kfobs.dk</Attributevalue>
</Attribute>
<Attribute Name="urn:o0id:2.5.4.5"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="serialNumber">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
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<Attribute Name="urn:o0id:1.3.6.1.4.1.1466.115.121.1.8"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="userCertificate">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:2.5.29.29"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Certificate issuer attribute">
<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:CprNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CprNumberIdentifier">
<AttributeValue>0711550068</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:UniqueAccountKey"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="UniqueAccountKey">
<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:Privileges_intermediate"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Privileges">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:IsYouthCert"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="IsYouthCert">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:PidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="PidNumberIdentifier">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:2.5.4.10"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="organizationName">
<Attributevalue>@konomistyrelsen // CVR:10213231</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:UserAdministratorIndicator"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="UserAdministratorIndicator">
<AttributeValue>0@</AttributeValue>
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</Attribute>
<Attribute Name="dk:gov:saml:attribute:SENumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="SENumberIdentifier">
<AttributeValue>66662222</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:CvrNumberIdentifier’
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CVRnumberIdentifier">
<AttributeValue>10213231</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:RidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="RidNumberIdentifier">
<AttributeValue>93947552</AttributeValue>
</Attribute>
<Attribute Name="urn:o0id:2.5.4.65"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="0CES
Pseudonym">

<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>|
</AttributeStatement>
</Assertion>
</RequestedSecurityToken>
<wst:RequestedAttachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:RequestedUnattachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedUnattachedReference>
<Lifetime>
<Created xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-19T09:06:17.58Z</Created>
<Expires xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-19T17:06:17.58Z</Expires>
</Lifetime>
</RequestSecurityTokenResponse>
</RequestSecurityTokenResponseCollection>
</S11:Body>
</S11:Envelope>
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4.4 Local token scenario

In this scenario the user identity is proofed by a bootstrap token that is obtained from
WSC's local STS, ie. an STS external to Nemlog-in, hosted by the WSC organization itself
(local STS policy) or, if so set up in CSS, another organization (local IDP policy).

Request and response messages are described in detail in [STS-RULES].

4.4.1 Request example local STS

In the request example below https://sts.wscl.dkdev is used as an issuer to create the
message and https://saml.nnit001.dmz.inttest as the WSP to issue an identity token for.
The issuer must be created specifically for your organization should you need to test this
scenario.

POST https://securetokenservice.nemlog-in.dk/SecurityTokenService.svc HTTP/1.1
SOAPAction: http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue
Content-Type: text/xml;charset=utf-8

Host: securetokenservice.nemlog-in.dk

content-Length: [length]

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:wst="http://docs.oasis-
open.org/ws-sx/ws-trust/200512" xmlns:wstl4="http://docs.oasis-open.org/ws-sx/ws-
trust/200802" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy">
<S11:Header>
<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
<wsa:MessageID wsu:Id="msgid">uuid:af73276c-3ad2-4182-88e3-
4daf50c76305</wsa:MessageID>
<wsa:To wsu:Id="to">https://local.sts.nemlog-in.dk/k/wsa:To>
<wsse:Security Sll:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec-ts">
<wsu:Created>2015-03-20T08:56:39Z</wsu:Created>
<Wsu:Expires>2015-03-30T08:56:39Z</wsu:Expires>
</wsu:Timestamp>
<wsse:BinarySecurityToken wsu:Id="sec-binsectoken" ValueType="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-
1.B#Base64Binary">WIIGFDCCBPygAwIBAgIETBGSTDANngqhkiGQwOBAQSFADBIMQSWCQYDVQQGEWJESZES
MBAGA1UECgwIVFJVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSULJIENBMBAXDTE zZMT
AWOTE5MTMzM10XDTE2MTAWOTESMTIZOFowgYMxCzAJIBgNVBAYTAKRLMSEwHWYDVQQKDBhOTK1UIEEVUyAvVLYBD
V1I6M]jEwWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTA5MzEwNi1GSUQ6NDkxXOTYOMZzEwLQYDVQQDDCZOTK1IUIEZPQO
VTIGN1cnQyIChmdW5rdGlvbnNjZXJ@aWZpa2FOKTCCASIwDQYJIKoZIhvcNAQEBBQADEgEPADCCAQoCEEEBAM/Z
nSGcUTb5QEGNoYbRo9ivhyhvih@Wpqjxd@34T536g2sGyRhmj+t/UGEDOfVgMSPYROlovaelpT++1Nz@8EGOZP
7mek5eUeyQ1BZseAe8ZUKFSUXFNvYvo/x/inVxePCTBwPVYVUPlap/V4dRcz/Y1le5+qjrweWuzI1Yct1KqW2sG
XfZTEBFdsiTV1xAiLwcM9KVthV+rUB3dqtulFvVOOTOQILxzD7eP60bF1gRGG14kGOfknrKcPvg350yF1uvIED
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7cykHfedVeAZP3DY3dgrsWaki8zt1IUHH5avIg5hKm6JCcYzrB6LaX6aGOGMFMZIOR/Mw9alUxTvak//KOCAWEA
AaOCAsgwggLEMA4GA1UdDWEB/WQEAWIDUDCB1AYIKwYBBQUHAQEEEY cwgYQwOwYIKwYBBQUHMAGGL2hOdHA6GLY
9vY3NwLNN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vemVzcGOuZGVYMEUGCCSGAQUFBzAChjlodHRWOi18vZi5h
aWEuc31zdGVtdGVzdDgudHI1c3QyNDA4LmNVbS9zeXNOZW18ZXNOOC1jYS5jZXIwggEgBgNVHSAEgEEXMIIBE
CCAQ8GDSsGAQQBgTRRAgQGBAIwg fOwLWYIKwYBBQUHAEEWI2h@dHA6LY93d3cudHI1c3QyNDA4LMNVbS9yZXBv
c210b335MIHIBggrBgEFBQCcCAjCBVDAMFgVEYWS5JRDADAEEBGOGrRGFUSUQgdGVzdCBjZXJI0aWZpa2FOZXIgZn
JhIGR1bm51IENBIHVkc3R1ZGVZIHVUZGVYIE9IRCAXLJMUNi4xLjQuUMS4zMTMxMy4yLjQuNi40LFIUIERhbK1E
IHR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVuZGVYyIE9IRCAXLjMuNi4xLjQuMS
4zMTMxMy4yLjQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOqA40DaGNGhOdHA6LY9jcmwuc31zdGVtdGVzdDgudHI1
c3QyNDA4LmMNvbS9zeXNOZW10ZXNOOC5jcmwwYqBgoF6kXDBaMQswCQYDVQQGEwIESzESMBAGAIUECgwWIVFIVU1
QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1JIENBMRAWDEYDVQQDDAdDUkwxNjMOMB8G
A1UdIwWQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBRFtYa8Wnp3jGC8dDwriSf124GfpDAIBg
NVHRMEAjAAMA®GCSqGSIb3DQEBCWUAA4IBAQDKHXVaqw7V4gKLcdOWRmivpyupIsxJsfB9oqjVGOOHIXr7v1gyY
W2bkMjUpSy6WLTd+686ZjLh1E1FWCWqwlrwI8/B1xX62fT8j79EDamILBAVUXOYNL1drG331H7vZK90ri330L0
SBtOy9EOM+7v/1KwdYbgHYDgFub+htYiB4RofkiVKhzgdwHVOWiMcKUQ99hWhHWwAthylRoXE jPXZLMkSG8I51
T8+GWODGzXI817PcOnKcn5PN6ydoC+ErTTgSAEMW2qq+N7G+Hs /E7IZ9HLGI3EVPvborHgQwE1h7WEOq80sAHp
NTrcduanvCli]aiCK/JZCnHSmentXQFnk/wsse:BinarySecurityToken>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />
<Reference URI="#action">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>NrdtWxaigbkMffHPgKCAMNdg@hRMvsKQSkNelmS5cAE=</DigestValue>
</Reference>
<Reference URI="#msgid">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>ntTwpa09a631YBBjFCaPVUL3h/Wc@BMftgDd2feQnwg=</DigestValue>
</Reference>
<Reference URI="#to">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>sMhjXKoKEa8DfxKVk7tu@zZpijaHwgihAE1BouQMVIs@=</DigestValue>
</Reference>
<Reference URI="#sec-ts">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>cVWOc8oRtzwZkPUpbjy70IqJcBKUJIBDLDXQtAHIMpU=</DigestValue>
</Reference>
<Reference URI="#sec-binsectoken">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>BreEB910vyk@TDSxVt4vkiu8sTbbXKCmfcHaEJIV8fO=</DigestValue>
</Reference>
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<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>ueqWu5v@zy4yzRhR1LYk8kzdk3D7hcue@Bbj5X510iY=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>q7vwRmUJ5mkw6W70QQqhGk1k2i@@FMc1D8IHQVX89Cr3caHdwOGE6@iuuNbp6RMRVGNDEP
rvMRaFcQoQUeL4Hcx6n/gAOqEsqYm/iuloZft2rhYHdGa3sQVbhhPB7XsnwiFrCFEpy/JtGeTMBfQPfqilxpnv
N+9bzS0AuSKNqG/kc1tTRawsg8n1W6EYQ8DHAWjBHiPj2zFg@FUQXRAKPGI+y9cuWiEeu7CYVGSGNQn4HSi1NIb
8408SQ6Cj2b/QphkZL84+5ZV1EU1KiX5G1jFy90ZBG3x5PjalHpM7fcwHISUKN94HvCtHGF5+87MBarbut9CSP
wl/VypSRGkBRbQ==</SignatureValue>
<KeyInfo>
<o:SecurityTokenReference xmlns:o="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<o:Reference URI="#sec-binsectoken" />
</o:SecurityTokenReference>
</KeyInfo>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<wst:RequestSecurityToken Context="urn:uuid:c3f@de51-fa70-4373-9ecf-92965394a6d8" >
<wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Issue</wst:RequestType>
<wstl4:ActAs>
<saml2:Assertion ID="_941598e8-6c34-4b98-9a57-cde8f6531452"
IssueInstant="2015-03-20T08:56:39.1Z" Version="2.0">
<saml2:Issuer>https://sts.wscl.test</saml2:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />
<Reference URI="#_941598e8-6c34-4b98-9a57-cde8f6531452">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

<DigestValue>k9NIN6wtzIq54E/ng7uyNjkpGvNen60FhqZI83FSPfI=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>PzYPOF80Xi4kHR2COfCONIAzCsk8qrX1SLGFnwtUVC/SgCRStzzWT8Bwd9KU2yxRNHWtrX
ISfv5IIbONfctjE7v1366wgWIEVrK/HY2+bCSTwalqrhB37c0d90ofkUIONXBEHANGTF5YGMMUcdkUIPwuRmMFxf
VHIprrCdQdBWbL8QgDMIIM/ Lg7vbVm3IpQZ3Svb8ACQE+pUjWSA+d4Lgd2Gy7USb8+EQNFhOHGYQWRWA111G25
wkMzM/31HiJDD+Tz9Kem3isIYT4KY4GXhedc+S6INa50IMIZ8jKq8rQyWq jMWU+yX+hZEEPPA7LV15s2cnKaB2
h82bSrFsT7kNJw==</SignatureValue>

</Signature>

<saml2:Subject>

<saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-

format:X509SubjectName" >C=DK,O0=Pkonomistyrelsen // CVR:10213231,CN=Morten

Mortensen,Serial=CVR:10213231-RID:93947552k/saml2:NameID> fokmm?nted [A12]: Subjectname to issue identity
oken ror
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<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-
of-key">
<saml2:SubjectConfirmationData
xsi:type="saml2:KeyInfoConfirmationDataType">
<ds:KeyInfo>
<ds:X509Data>

<ds:X509Certificate>MIIGFDCCBPygAwIBAgIETBGSTDANngqhkiGQwBBAQsFADBIMstCQYDVQQGEwJESz
ESMBAGA1UECgwIVFJIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1JIENBMB4AXDTEZ
MTAWOTESMTMZzM10XDTE2MTAWOTESMTIZzOFowgYMxCzAJBgNVBAYTAKRLMS EwHWYDVQQKDBhOTk1UIEEVUYyAVLy
BDV1I6MjEWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTASMzEWNi1GSUQENDkxOTYOMzEWLQYDVQQDDCZOTK1UIEZP
QOVTIGN1cnQyIChmdW5rdGlvbnNjZXJ0@aWZpa2FOKTCCASIwDQYIKoZIhvcNAQEBBQADEgEPADCCAQoCggEBAM
/ZnSGcUTb5QEGNoYbRo9ivhyhvinheWpqjxde34T516q2sGyRhmj+t/UGEDOfvgMSPYROlovaelpT++1NzO8EGO
ZP7mek5eUeyQ1BZseAe8ZUKFSUXFNvYvo/x/inVxePCTBwPVYVUPlap/VAdRcz/Y1e5+qjrweWuzI1Yct1KqW2
SGXTZTEBFdsiTV1xAiLwcMIKVthV+rUB3dqtulFvV0OTOQILxzD7eP60bF1gRGG14kGOfknrKcPvq350yFluvI
ED7cykHfedVeAZP3DY3dgrsWaKi8zt1IUHH5avIq5hKm63CcYzrB6LaX6aGOGMFMZOR/Mw9alUxTvak//KOCAw
EAAaOCAsgwggLEMA4GA1UdDWEB/WQEAWIDUDCB1AYIKwWYBBQUHAQEEgEY cwgYQwOwYIKwYBBQUHMAGGL2h@dHA6
Ly9vY3NwLnN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vecmVzcGOuZGVYMEUGCCSsGAQUFBzAChjlodHRWOi8vZi
ShaWEuc31zdGVtdGVzdDgudHI1c3QyNDA4LmNVbS9zeXNOZW10ZXNOOC1jYS5]jZXIwggEgBgNVHSAEgEEXMIIB
EzCCAQ8GDS sGAQQBgTRRAgQGBAIwgfOwLwYIKwYBBQUHAEEWI2h@dHA6LY93d3cudHI1c3QyNDA4LMNVbSOyZX
Bvc210b3I5MIHIBggrBgEFBQcCAjCBVDAMFgVEYWSIRDADAgEBGOGrRGFUSUQgEdGYzdCBjZXJ0aWZpa2FOZXIg
ZnJhIGR1bm51IENBIHVkc3R1ZGVZIHVUZGVYIE9IRCAXLJMUNi4xLFQUMSAZMTMxMy4yLjQUNi4@LFIUIERhbk
1EIHR1c3QgY2VydG1lmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVyIE9IRCAXL JMUNi4xLjQu
MS4zMTMxMy4yLjQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOqA40DaGNGhOdHA6LY9jcmwuc31zdGVtdGVzdDgudH
J1c3QyNDA4LMNvbS9zeXNOZW18ZXNOOC5jcmwwYqBgoF 6kXDBaMQswCQYDVQQGEwIESzESMBAGAIUECgWIVFIV
U1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1JIENBMRAWDEYDVQQDDAdDUkwXNjMOMB
8GA1UdIWQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBRFtYa8Wnp3jGC8dDwriSf124GfpDAJ
BgNVHRMEAjAAMA®GCSqGSIb3DQEBCWUAA4IBAQDKHXVqqw7V4gKLcdOWRmivpyupIsxJsfB9oqjVGOOHIXr7v1
gYW2bkMjUpSy6WLTd+686ZjLh1E1FWCwqwlrwI8/B1xX62fT8j79EDamILBAVUXOYNL1drG331H7vZK90ri330
LOSBtOy9EOmM+7v/1KwdYbgHYDgFub+htYiB4RofkiVKhzgdwHVIWjMcKUQ99hWhHwWwAthy1RoXEjPXZLMkSG8J
51T8+GWODGzXI817PcOnKcn5PN6ydoC+ErTTgSAEMW2qq+N7G+Hs /E7IZ9HLGI3EVPvborHgQWE1h7WEOQ80sA
HpNTrcduanvCliJaiCK/JZCnHSmentXank/ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</saml2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2015-03-20T08:56:39.1Z" NotOnOrAfter="2015-03-
20T16:56:39.12">
<saml2:AudienceRestriction>
<saml2:Audience>https://local.sts.nemlog-in.dk/</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProductionUnitIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic”
Name="dk:gov:saml:attribute:ProductionUnitIdentifier">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="SeNumberIndentifie"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:SENumberIdentifier">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeVvalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="AssurancelLevel"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:AssuranceLevel”>
<saml2:AttributeValue xsi:type="xs:string">True</saml2:AttributeVvalue>

Commented [A13]: Certificate used to sign the request
message since SubjectConfirmation is set to holder-of-
key
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</saml2:Attribute>
<saml2:Attribute FriendlyName="SpecVer"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:SpecVver">
<saml2:AttributeValue xsi:type="xs:string"></saml2:Attributevalue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
</wstl4:ActAs>
<wsp:AppliesTo>
<wsa:EndpointReference>

<wsa:Address>%ttps://saml.nniteel.dmz.dkdevk/wsa:Address> Commented [A14]: Entityid of the WSP to issue identity
</wsa:EndpointReference> token for

</wsp:AppliesTo>
</wst:RequestSecurityToken>
</S11:Body>
</S11:Envelope>

4.4.2 Response envelope example local STS (decrypted)

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"” xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd">
<S11:Header>
<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
<wsa:MessageID wsu:Id="messageid">uuid:95a3219f-079f-407b-bl4a-
c511ea25d8da</wsa:MessageID>
<wsa:RelatesTo wsu:Id="relatesto">uuid:af73276c-3ad2-4182-88e3-
4daf50c76305</wsa:RelatesTo>
<wsse:Security Sll:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec_timestamp">
<wsu:Created>2015-03-20T08:57:20.010Z</wsu:Created>
<wsu:Expires>2015-03-20T16:57:20.010Z</wsu:Expires>
</wsu:Timestamp>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></CanonicalizationMethod>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
shal"></SignatureMethod>
<Reference URI="#action">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>1hj8fpM7T5rcOsNRPpnxA3p3AkM=</DigestValue>

</Reference>
<Reference URI="#messageid">
<Transforms>
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<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsigtenveloped-
signature"></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>PzeO7vMcton9klub2j/AHE1gOmI=</DigestValue>
</Reference>
<Reference URI="#relatesto">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>5R2m6yiDODStzkwbmdK@z1K9aIk=</DigestValue>
</Reference>
<Reference URI="#sec_timestamp">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>NdIhX7CfyjRMmkbN5CqolvLIXNs=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>zMOQ+z@7XwwIC9W4nj5k3iDIMog=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>HU3ue730Zupo2CYrxXZ+VOx72PWpH94X+ma65MuDWDSFhFVrgRIOM2IXGUel@WXilcZpoX
6LIzStcpc14WZ0u043z0D15xpidVCOBYCcAT75PjX1I+D8Sdw30+L/Gs23MIc41INUF7U+Mt+s0@zulide98P2cX0
CCQfAZ6Y/KGrE98Ie5Q0y8kLPOqT41qZI972NwAA6arkmjLT2NzsHxuQrX/tuF/rZjdkr7Imr8gojioMbKINEU
PSU7L4E97vrtHNIh2Dy92g/VqHC30Fg4Ib6ERYFmMNqzPke271s40QgIohyqua72mzEFdBN8N1S09IelqTUaGC]
OrB80eMTzhRdQg==</Signaturevalue>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<RequestSecurityTokenResponseCollection xmlns="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<RequestSecurityTokenResponse Context="urn:uuid:c3f@de51-fa70-4373-9ecf-
92965394a6d8" >
<TokenType />
<AppliesTo xmlns="http://schemas.xmlsoap.org/ws/2002/12/policy">
<EndpointReference xmlns="http://www.w3.o0rg/2005/08/addressing">

<Address>%ttps://saml.nniteel.dmz.dkdevk/Address> Commented [A15]: Entityid of the WSP this
</EndpointReference> identitytoken is issued for
</AppliesTo>

<RequestedSecurityToken>
<Assertion ID="_d360e5b5-a558-411e-a417-9097b9e84033" IssueInstant="2015-03-
20708:57:20.010Z" Version="2.0" xmlns="urn:oasis:names:tc:SAML:2.0:assertion">
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<Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">https://local.sts.nemlog-in.dk/</Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-
exc-clan#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-
more#rsa-sha256" />
<ds:Reference URI="#_d360e5b5-a558-411e-a417-9097b9e84033">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
/>

<ds:DigestValue>HcSMpIhMWiRF6TO1+/qe6n1LjMB8CZFASxtUpmjafNgk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>WapxF8RcIdMxndZIESjdH3pWGSOEfr+VVvV5KrAG/IkT/fA9gQqLQxhPQN5sDkiWGeNe
kWeuMuAe12f13IhbhYhByL7r89z/RO064CEVIs+nxXDMoBNwoKPL8VXvP1aIANzNudgT4kbGaMN1R25r1fbQEO
XUIPINn53iDGXcUcWyXNHDULEQzD1G+kSsdRsaUAM22mINPT+beP1kC114NFyNJI9B1Lh50kXKmZxOfFRMq9Zvby
ZYWILmIBI3XbgmUeBpXeplFt7yZsBZAKTPC4+URGXROHVTI3sSLohmTKrge/mEOWSNXNL402hvuEAh8Cc1+27E
/zJyW20Xn8xIrZKeQ==</ds:Signaturevalue>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>

<X509Certificate>WIIGFDCCBPygAwIBAgIETBGSSjANngqhkiGQw@BAQSFADBIMQSWCQYDVQQGEWJESZESM
BAGA1UECgwIVFJVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1JIENBMBAXDTEZMTA
WOTESMDUWMVOXDTE2MTAWOTE5MDMOOFowgYMxCzAJIBgNVBAYTAKRLMSEwHWYDVQQKDBhOTk1UIEEVUyAvVLYyBDV
1I6MjEwWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTASMzEWNi1GSUQ6NTK3MjQwMzQwLQYDVQQDDCZOTk1UIEZPQOV
TIGN1cnQxIChmdW5rdGlvbnNjZXJ0@aWZpa2FOKTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCEgEBAKG10
mrGwc+bUBMbI9kyHR jFwkkk1oNbwHOM70V205mbTzX+bgiow21RihyKTmOxtKkXC1sKCPjj9a0jhiN/DYTBG/
bUeMSuIpvryl83VWOHhjXQFIfelf1R9gBDEdzd4fYVHcbnINMeMLFb/rdnXCADzPcmsy5wl@QxOnrPbGHWzPEGN
2Q0/NzS+tz61EWFLGNtOWhOKuUD/gurl6PVtyWrl9/bxRGGTYyQO6FAp12z+0Z5MGmCXNmilBDeJzC5kMMbkyN7e
JUCLkXDiWgXoeypCumr68TU4+r/1GvumZTPZW/qRCNpUci96e8ZIrFVrHW1KcngqvYvU+JIHey5QXu89e cCAWEAA
a0CAsgwgglL EMAAGA1UdDWEB /wWQEAWIDUDCB1AYIKwYBBQUHAQEEgEYcwgYQwOwYIKwYBBQUHMAGGL2h@dHA6LY9
VY3NwLNN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vemVzcGOuZGVYMEUGCCSGAQUFBzAChjlodHRwOi8vZi5ha
WEuc31zdGVtdGVzdDgudHI1c3QyNDA4LMNvbS9zeXNOZW10ZXNOOC1jYS5]jZXIwggEgBENVHSAEgEEXMIIBEZC
CAQ8GDSsGAQQBgTRRAgQGBAIwgfOWLWYIKwYBBQUHAgEWI2h@dHA6LY93d3cudHI1c3QyNDA4LmNVbS9yZXBvc
210b3J5MIHIBggrBgEFBQCCAjCBVDAMFgVEYW5IRDADAGEBGOGrRGFUSUQEdGVzdCBjZXI@aWZpa2FOZXIgzn]
hIGR1bm51IENBIHVkc3R1ZGVzIHVUZGVYIE9IRCAXLjMUNi4xLjQuUMS4ZMTMxMy4yLjQuNi4@LjIuIERhbK1ET
HR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYIE9IRCAXLjMuNi4xLjQuMS4
ZMTMxMy4yL jQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOqA40DaGNGhOdHA6LY9jcmwuc31zdGVtdGVzdDgudHI1lc
3QyNDA4LMNvbS9zeXNOZW10ZXNOOC5jcmwwYqBgoF6kXDBaMQswCQYDVQQGEwWIESzESMBAGALIUECgWIVFIVU1Q
yNDA4MSUwIwYDVQQDDBxUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1IIENBMRAWDEYDVQQDDAdDUKkWXNIMOMBEGA
1UdIwQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBTqfHRtduHEfrO@1hFTOou/HItjATAIBgN
VHRMEAjAAMAOGCSqGSIb3DQEBCWUAA4IBAQCOLTDB/5BOcepHUOG8QBGrH+ARIhIE/ZD11bi5Z3R70dBBSR2W2
QiB4GKsZC9qS1jNhekK707/RCqg+wOU7p5W6+xdAsd5dYwidzMxSJalllLSovoxFyvfFPK9nU+yaozrciasScylp
mio7AnzWJ26HotU+REONWOvaeLFIEnQngbImpV1BGOCM7padtR8ULC1SQ]jITmIXMzNUBIdHb7nDyzYW4sK+40t
4sEG1UTfj8e080E913HMM2I6P0aipXSK42s5IG6bOOMbWWGQ57wgI8qB7YanDu+9hFHje88xrRT12R2dWfjbS7R
6k39uS/Dojj0A7A1de2hGC5qRNobRYle/X509Certificate>
</X509Data>
</KeyInfo>
</ds:Signature>

Commented [A16]: Certificate used to sign the
response. Do not verify signature with embedded
certificates.
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<Subject>

<NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName" >C=DK,O=@konomistyrelsen // CVR:10213231,CN=Morten
Mortensen,Serial=CVR:10213231-RID:93947552</NameID>

<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-
key">

<SubjectConfirmationData a:type="KeyInfoConfirmationDataType"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>

<X509Certificate>WIIGFDCCBPygAwIBAgIETBGSTDANngqhkiGQwOBAQsFADBIMQSWCQYDVQQGEWJESzESM
BAGA1UECgwIVFIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1JIENBMBAXDTEZMTA
WOTESMTMzM10XDTE2MTAWOTESMTIZOFowgYMxCzAJBgNVBAYTAKRLMSEwHWYDVQQKDBhOTK1UIEEVUyAvLYBDV
1I6MjEWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTASMzEWNi1GSUQENDkXOTYOMZEWLQYDVQQDDCZOTk1UIEZPQOV
TIGN1lcnQyIChmdW5rdGlvbnNjZXJ@aWZpa2FOKTCCASIwDQYJIKoZIhvcNAQEBBQADEgEPADCCAQoCEEEBAM/Zn
SGCUTb5QEGNoYbRo9ivhyhvinh@Wpqjxd@34T536q2sGyRhmj+t/UGEDOfvgMSPYROlovaelpT++1NzO8EGOZP7
mek5eUeyQlBZseAe8ZUKFSUXfNvYvo/x/inVxePCTBwPVvYVUPlap/V4dRcz/Y1e5+qjrweWuZI1Yct1KqW2sGX
fZTEBFdsiTV1xAiLwcM9KVthV+rUB3dqtulFvV0@TOQILxzD7eP60bF1gRGG14kGOTknrKcPvq350yFluvIED7
cykHfedVeAZP3DY3dgrsWaki8zt1IUHH5avIq5hKm6JCcYzrB6LaX6aGOGMFMZOR/Mw9alUxTvak//KOCAWEAA
a0CAsgwggLEMA4GA1UdDWEB/wWQEAWIDUDCB1AYIKwYBBQUHAQEEEY cwgYQwOwYIKwYBBQUHMAGGL2h@dHAGLY9
VY3NwLnN5¢c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vemVzcGIuZGVYMEUGCCsGAQUFBzAChjlodHRwOi8vZi5ha
WEuc31zdGVtdGVzdDgudHI1c3QyNDA4LMNVbS9zeXNOZW18ZXNOOC1§YS55ZXIwggEgBgNVHSAEggEXMI IBEZC
CAQ8GDSsGAQQBgTRRAgQGBAIwgfOWLWYIKwYBBQUHAgEWI2h@dHA6LY93d3cudHI1c3QyNDA4LmMNVbS9yZXBvc
210b3J5MIHIBggrBgEFBQCCAjCBVDAMFgVEYW5JRDADAGEBGOGrRGFUSUQgdGVZzdCBjZXJ@aWZpa2FOZXIgzZn]
hIGR1bm51IENBIHVkc3R1ZGVzIHVUZGVYIE9IRCAXLjMUNi4xLjQuUMS4zMTMxMy4yLjQuNi4@LFIUIERhDbK1ET
HR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYIE9IRCAXLjMuNi4xLjQuMS4
ZMTMxMy4yLjQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOgqA40DaGNGhOdHA6LY9jcmwuc31zdGVtdGVzdDgudHI1c
3QyNDA4LmMNvbS9zeXNOZW10ZXNOOCS5jcmwwYqBgoF6kXDBaMQswCQYDVQQGEwWIESzESMBAGA1UECgWIVFIVU1Q
yNDA4MSUwIwYDVQQDDBxUU1VTVDIOMDEggU31zdGVtdGVzdCBWSULIIENBMRAWDEYDVQQDDAdDUkwXNjMOMBBGA
1UdIwQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBRFtYa8Wnp3jGC8dDwriSf124GfpDAIBgN
VHRMEAjAAMAGGCSqGSIb3DQEBCWUAA4IBAQDKHXvVqqw7V4gKLcdOWRmivpyupIsxJsfB90oqjVGOOHIXr7v1gYW
2bkMjUpSy6WLTd+686ZjLh1E1FWCwqwlrwI8/BlxX62fT8]j79EDamILBAVUXOYNL1drG331H7vZK90ri330L0S
BtOy9EOm+7v/1KwdYbgHYDgFub+htYiB4RofkiVKhzgdwHVOWjMcKUQ99hWhHWw4thy1RoXEjPXZLMkSG8I51T
8+GWODGzXI817PcOnKcn5PN6ydoC+ErTTgSAEMW2qq+N7G+Hs /E7IZ9HLGI3EVPvborHqQWE1h7WEOq80sAHpN
TrcdunHgvC1iJaiCK/J2CnH5XmpntX9fn/X509Certificate>
</X509Data>
</KeyInfo>
</SubjectConfirmationData>
</SubjectConfirmation>
</Subject>
<Conditions NotBefore="2015-03-20T08:57:20.010Z" NotOnOrAfter="2015-03-
20T16:57:20.010Z">
<AudienceRestriction>
<Audience>https://saml.nnit@01.dmz.dkdev</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
lkAttribute Name="dk:gov:saml:attribute:ProductionUnitIdentifier
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="ProductionUnitIdentifier">
<Attributevalue />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:SENumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="SeNumberIndentifie">
<Attributevalue />
</Attribute>

Commented [A17]: Certificate used to sign the request
message since SubjectConfirmation is set to holder-of-
key
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<Attribute Name="dk:gov:saml:attribute:AssuranceLevel”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="AssurancelLevel">
<AttributeValue>True</Attributevalue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:SpecVer"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="SpecVer">
<AttributeValue />
</Attribute>
<Attribute Name="urn:o0id:2.5.4.4"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"” FriendlyName="surName">
<AttributevValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:2.5.4.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CommonName" >
<AttributeValue>Morten Mortensen</AttributeValue>
</Attribute>
<Attribute Name="urn:0id:0.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="uid">
<AttributeValue>CVR:10213231-RID:93947552</AttributeValue>
</Attribute>
<Attribute Name="urn:0id:0.9.2342.19200300.100.1.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="mail">
<AttributeValue>MortenMortensen@kfobs.dk</Attributevalue>
</Attribute>
<Attribute Name="urn:0id:2.5.4.5"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="serialNumber">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:0id:1.3.6.1.4.1.1466.115.121.1.8"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="userCertificate">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:2.5.29.29"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Certificate issuer attribute">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:UniqueAccountKey"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="UniqueAccountKey">
<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:Privileges_intermediate"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Privileges">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
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<Attribute Name="dk:gov:saml:attribute:IsYouthCert"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="IsYouthCert">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:PidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="PidNumberIdentifier">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:2.5.4.10"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="organizationName">
<Attributevalue>@konomistyrelsen // CVR:10213231</Attributevalue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:UserAdministratorIndicator"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="UserAdministratorIndicator">
<AttributeValue>0@</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:CvrNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CVRnumberIdentifier">
<AttributevValue>10213231</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:RidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="RidNumberIdentifier">
<AttributeValue>93947552</AttributeValue>
</Attribute>
<Attribute Name="urn:o0id:2.5.4.65"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="0CES
Pseudonym" >
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:liberty:disco:2006-08:DiscoveryEPR"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<AttributevValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>|
</AttributeStatement>
</Assertion>
</RequestedSecurityToken>
<wst:RequestedAttachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:RequestedUnattachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedUnattachedReference>
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<Lifetime>
<Created xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-20T08:57:20.01Z</Created>
<Expires xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-20T16:57:20.01Z</Expires>
</Lifetime>
</RequestSecurityTokenResponse>
</RequestSecurityTokenResponseCollection>
</S11:Body>
</S11:Envelope>

4.4.3 Request example local IDP

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"” xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:wst="http://docs.oasis-
open.org/ws-sx/ws-trust/200512" xmlns:wstl4="http://docs.oasis-open.org/ws-sx/ws-
trust/200802" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy">
<S11:Header>

<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>

<wsa:MessageID wsu:Id="msgid">uuid:f2243dbd-3e58-4032-8a2c-
89474b9e5c6b</wsa:MessagelD>

<wsa:To wsu:Id="to"4https://1oca1.sts.nemlog—in.dk/k/wsa:To> [Conunented[A19]

: Local token case

<wsse:Security Sll:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec-ts">
<wsu:Created>2015-03-20T709:04:26Z</wsu:Created>
<WSU:Expires>2015-03-30T09:04:26Z</wsu:Expires>
</wsu:Timestamp>
<wsse:BinarySecurityToken wsu:Id="sec-binsectoken" ValueType="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-
1.0#Base64Binary" >MIIGFDCCBPYygAwIBAgIETBGSTDANBgkqhkiGOwOBAQsFADBIMQswCQYDVQQGEWIESZES
MBAGA1UECgwIVFJIVU1QyNDA4MSUWIWYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1IIENBMBAXDTEZMT
AWOTESMTMzM10XDTE2MTAWOTESMTIZOFowgYMxCzAJBgNVBAYTAKRLMSEwHWYDVQQKDBhOTkK1UIEEVUyAvVLYBD
V1I6MjEWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTA5MzEwNi1GSUQ6NDkxOTYOMZzEWLQYDVQQDDCZOTKIUIEZPQO
VTIGN1cnQyIChmdW5rdGlvbnNjZXJ0aWZpa2FOKTCCASIwDQYJIKoZIhvcNAQEBBQADEgEPADCCAQoCggEBAM/Z
nSGcUTb5QEGNoYbRo9ivhyhvihOWpqjxd@34T536q2sGyRhmj+t/UGEDOfVgMSPYROlovaelpT++1NzO8EGOZP
7mek5eUeyQ1BZseAe8ZUKFSUXFNvYvo/x/inVxePCTBwPVYVUPlap/V4dRcz/Y1e5+qjrweWuzI1Yct1KqW2sG
XfZTEBFdsiTVIXAiLwcMIKVthV+rUB3dqtulFvV0@TOQILxzD7eP60bF1gRGG14kGOfknrKcPvg350yF1uvIED
7cykHfedVeAZP3DY3dgrsWaki8zt1IUHH5avIgq5hKm6JCcYzrB6LaX6aGOGMFMZOR/Mw9alUxTvak//KOCAWEA
AaOCAsgwggl EMAAGAIUdDWEB/WQEAWIDUDCBIAYIKwYBBQUHAQEEgY cwgYQwOwYIKwYBBQUHMAGGL2hOdHA6LY
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9vY3NwLNN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vemVzcGOuZGVYMEUGCCSGAQUFBzAChjlodHRWOi18vZi5h
aWEuc31zdGVtdGVzdDgudHI1c3QyNDA4LMNVbS9zeXNOZW10ZXNOOC1jYS5)ZXIwggEgBgNVHSAEGEEXMIIBEZ
CCAQ8GDSsGAQQBgfRRAgQGBAIwgfOwLwY IKwYBBQUHAGEWI2hOdHA6LY93d3cudHI1c3QyNDA4LmNVbS9yZXBv
c210b3J5MIHIBggrBgEFBQcCAjCBVDAMFgVEYW5IRDADAEEBGOGrRGFUSUQgdGVzdCBjZXI0aWZpa2FOZXIgZn
JhIGR1bm51IENBIHVkc3R1ZGVZIHVUZGVYIE9IRCAXLJMUNiI4xXLjQuUMSAZzZMTMxMy4yLjQuNi4OLFIuIERhbK1E
IHR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYIE9IRCAXLjMuNi4xLjQuMS
4zMTMxMy4yLjQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOgqA4oDaGNGhOdHA6LY9jcmwuc31zdGVtdGVzdDgudHI1
c3QyNDA4LmMNvbS9zeXNOZW10ZXNOOC5jcmwwYqBgoF6kXDBaMQswCQYDVQQGEwIESzESMBAGAIUECgWIVFIVU1
QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1JIENBMRAWDEYDVQQDDAADUkwXNjMOMBBG
A1UdIwWQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDgQWBBRFtYa8Wnp3jGC8dDwriSf124GfpDAIBg
NVHRMEAj AAMABGCSqGSIb3DQEBCWUAA4IBAQDKHXvVqquw7V4gKLcdOWRmivpyupIsxIsfB90qjVGOOHIXr7vlgy
W2bkMjUpSy6WLTd+686ZjLh1E1FWCwWqwlrwI8/B1xX62fT8j79EDamJILBAVUXOYNL1drG331H7vZK90ri330L0
SBtOy9EOM+7v/1KwdYbgHYDgFub+htYiB4RofkiVKhzgdwHVOWjMcKUQ99hWhHWw4thy1RoXE jPXZLMkSG8I51
T8+GWODGzXI817PcONnKcn5PN6ydoC+ErTTgsAEMW2qq+N7G+Hs /E7IZ9HLGI3EvPvborHgQwWE1h7WEOq80sAHp
NTrcdunHgvCliJaiCK/J2CnH5XmpntX9fn</wsse:BinarySecurityToken>

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/>

<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />

<Reference URI="#action">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

<DigestValue>NrdtWxaigbkMffHPgKCAMNdq@hRMvsKQSkNelmS5cAE=</DigestValue>

</Reference>
<Reference URI="#msgid">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>V@9c9Qe8xqWvVXILeWhGIfoal+wf9Ji/dRyMzHpcDSg=</DigestValue>
</Reference>
<Reference URI="#to">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>sMhjXKoKEa8DfxKVk7tu@zZpijaHwgihAE1BouQMVIs@=</DigestValue>

</Reference>
<Reference URI="#sec-ts">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
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<DigestValue>IrS/aAyD6HzebEZVuM2TO4BhOOU8aCHFKQXnSsX1zQI=</DigestValue>
</Reference>
<Reference URI="#sec-binsectoken">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>BreEB910vykoTDSxVt4vkiu8sTbbXKCmfcHaEJIV8fO=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenci#sha256" />
<DigestValue>e4ZBdV2ZgDRpUIHYvCznGQG/hFca/nz1b+N3qYPSqKk=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>HM/n2dsLwliJIdirTwx1BwxyZYj04IW9/cH1SmYxQyokQwcfoGMA7mgbL/fMz/BxFG40/A
TWD5XFP1QilFs+4fNzaX811GZpCyEXh6VPWgX0Ok3dE2+0T6z6HANQRSOAX513XRNkDRqDILZavcEHU8c70911G
Q3eCehtx4U9nHRMEU70reueQ0GB6z1hpDGn3km5BsykGYuSFZgDTK+gF+pCUrU8fNGI6asu4SYnQRUmMKS8pob8
bXKPXAyXxBUfzQs9nh1lgkvMEEhshs@59v0IVgQ3vw5UP6KnW+0al/ sw+F29Q0VrpplZX0BYIuuDrKe84uHKqwN
c2nLhEwwEQ3MCQ==</SignatureValue>
<KeyInfo>
<o:SecurityTokenReference xmlns:o="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<o:Reference URI="#sec-binsectoken" />
</o:SecurityTokenReference>
</KeyInfo>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<wst:RequestSecurityToken Context="urn:uuid:502e6d53-d2fb-46fc-afa8-24c8c43623cd">
<wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Issue</wst:RequestType>
<wst14:ActAs>
<saml2:Assertion ID="_09659fea-6c62-4eb4-b65f-789ba396edca"
IssueInstant="2015-03-20T09:04:26.1Z" Version="2.0">
<saml2:Issuer>https://sts.wscl.test</saml2:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#" />

<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />

<Reference URI="#_09659fea-6c62-4ebd-b65f-789ba396edca">

<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
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signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>1E63Z24+rwT2XKovXtaYBoByWG3LO1lwesdJIqsUDa8gg=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>dw7EH6kc1c@/xxCPvOQTZSBu6fakP1j8WI6+dHpy16jRb4a6Af+iaHWHYy9L1/bQ70UrtM9
hAazGirB2xwlgvnPOBAefTjxMh4w6pfiWgs61hlCY6svIThcovq93D0dz1E5B6/ZvOXrGTX81VMHoBS144gKIhM
1FKARTVz1C+yptZcfXuldHf9aBSnOBtIWLdaSMvfUccQva90o0jwb8p/609mC4ArSnxdKgyg/GYjkwQoUvhn5Ev
orityTURD+0xRau05V33GzIuCK7mMBVnyi9QSNKIBEpsCmpxnnGojgUYrURSoCLIVMOESPKkLuoKiWvGW1cKE2j
eaBt9WkIepyOpw==</Signaturevalue>
</Signature>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName" >C=DK,O0=Pkonomistyrelsen // CVR:10213231,CN=Morten
Mortensen,Serial=CVR:10213231-RID:93947552</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-
of-key">
<saml2:SubjectConfirmationData
xsi:type="saml2:KeyInfoConfirmationDataType">
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>MIIGFDCCBPygAWIBAgIETBGSTDANBgkqhkiGOwOBAQsFADBIMQswCQYDVQQGEWIESZ
ESMBAGA1UECgwIVFJIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSULIJIENBMB4AXDTEZ
MTAWOTESMTMzM10XDTE2MTAWOTESMTIZOFowgYMxCzAIBgNVBAYTAKRLMSEwHWYDVQQKDBhOTKk1UIEEVUYAVLY
BDV1I6MjEWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTASMzEWNi1GSUQENDkXOTYOMZEWLQYDVQQDDCZOTK1UIEZP
QOVTIGN1cnQyIChmdW5rdGlvbnNjZXJ0@aWZpa2FOKTCCASIwDQYIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAM
/ZnSGcUTb5QEGNoYbRo9ivhyhvinheWpqjxd@34T536q2sGyRhmj+t/UGEDOfvgMSPYROlovaelpT++1NzOBEGO
ZP7mek5eUeyQlBZseAe8ZUKFSUXTNvYvo/x/inVxePCTBwPvYVUPlap/V4dRcz/Y1le5+qjrweWuzZI1lYct1KqW2
SGXTZTEBFdsiTV1xAiLwcMIKVthV+rUB3dqtulFvV0OTOQILXxzD7eP60bF1gRGG14kGOfknrKcPvq350yFluvI
ED7cykHfedVeAZP3DY3dgrsWaKi8zt1IUHH5avIq5hKm6JCcYzrB6LaX6aGOGMFMZOR/Mw9alUxTvak//KOCAw
EAAaOCAsgwggLEMA4GA1UdDWEB/WQEAWIDUDCB1AYIKwWYBBQUHAQEEgEY cwgYQwOwYIKwYBBQUHMAGGL2h@dHAG
Ly9vY3NwLnN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vemVzcGOuZGVYMEUGCCsGAQUFBzAChjlodHRwOi8vZi
ShaWEuc31zdGVtdGVzdDgudHI1c3QyNDA4LmNVbS9zeXNOZW10ZXNOOC1jYS5]ZXIwggEgBgNVHSAEgEEXMIIB
EzCCAQ8GDSsGAQQBgfRRAgQGBAIwgfOwLWYIKwYBBQUHAgEWI2hO@dHA6LY93d3cudHI1c3QyNDAALMNVbS9yZX
Bvc210b3I5MIHIBggrBgEFBQcCAjCBVDAMFEVEYW5IRDADAgEBGOGrRGFUSUQgEdGYzdCBjZXJ0aWZpa2FOZXIg
ZnJhIGR1bm51IENBIHVkc3R1ZGVZzIHVUZGVYIE9IRCAXLFMUNi4xLjQUMS4zZMTMxMy4yLjQuNi4OLFIuIERhbk
1EIHR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVk IHVUZGVYIE9IRCAXLIMuNi4xLjQu
MS4zMTMxMy4yLjQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOgqA40DaGNGhOdHAGLY9jcmwuc31zdGVtdGVzdDgudH
J1c3QyNDA4LmNvbS9zeXNOZW10ZXNOOC5jcmwwYqBgoF 6kXDBaMQswCQYDVQQGEwWIESzESMBAGALIUECgWIVFIV
U1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1IIENBMRAWDEYDVQQDDAdDUkwXNjMOMB
8GA1UdIwQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UADEQWBBRFtYa8Wnp3jGC8dDwriS{124GfpDAJ
BgNVHRMEAjAAMAGGCSqGSIb3DQEBCWUAA4IBAQDKHXvVqqw7V4gKLcdOWRmivpyupIsxJIsfB9oqjVGOOHIXr7v1
gYW2bkMjUpSy6WLTd+686ZjLh1E1FWCwqwlrwI8/B1xX62fT8j79EDamILBAVUXOYNL1drG331H7vZK90ri330
LOSBtOy9EOmM+7v/1KwdYbgHYDgFub+htYiB4RofkiVKhzgdwHVOWjMcKUQ99hWhHwWwAthy1RoXEjPXZLMkSG8J
51T78+GWODGzXI817PcOnKcn5PN6ydoC+ErTTgsAEMW2qq+N7G+Hs /E7IZ9HLGI3EvPvborHqQwE1h7WEOQ80sA
HpNTrcdunHgvCliJaiCK/J2CnH5XmpntX9fn</ds:X509Certificate>
</ds:X509Data>

2015-03-20 Version: 1.3 Page 35 of 61
Author: AXPE
Approved by: ID: 32309



Nemlog-in STS Digitaliseringsstyrelsen
Nemlog-in

</ds:KeyInfo>
</saml2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2015-03-20T09:04:26.1Z" NotOnOrAfter="2015-03-
20T17:04:26.12">
<saml2:AudienceRestriction>
<sam12:Audience4https://local.sts.nemlog-in.dk/k/sale:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProductionUnitIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:ProductionUnitIdentifier">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="SeNumberIndentifie"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:SENumberIdentifier">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeVvalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="AssurancelLevel"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:AssuranceLevel”>
<saml2:AttributeValue xsi:type="xs:string">True</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="SpecVer"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:SpecVer">
<saml2:AttributeValue xsi:type="xs:string"></saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
</wstl4:ActAs>
<wsp:AppliesTo>
<wsa:EndpointReference>
<wsa:Address>https://saml.nnit@01.dmz.dkdev</wsa:Address>
</wsa:EndpointReference>
</wsp:AppliesTo>
</wst:RequestSecurityToken>
</S11:Body>
</S11:Envelope>

4.4.4 Response envelope example local IDP (decrypted)

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing” xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-

Commented [A20]: Mandatory audience for both local
STS and IDP policies. For the latter additional
audiences are allowed
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1.0.xsd">
<S11:Header>
<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
<wsa:MessageID wsu:Id="messageid">uuid:6a30340d-37d6-4b06-bf23-
ed8ce500feab</wsa:MessagelD>
<wsa:RelatesTo wsu:Id="relatesto">uuid:f2243dbd-3e58-4032-8a2c-
89474b9e5c6b</wsa:RelatesTo>
<wsse:Security Sll:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec_timestamp">
<wsu:Created>2015-03-20T09:04:46.256Z</wsu:Created>
<WSU:Expires>2015-03-20T17:04:46.256Z</wsu:Expires>
</wsu:Timestamp>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></CanonicalizationMethod>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
shal"></SignatureMethod>
<Reference URI="#action">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>1hj8fpM7T5rcOsNRPpnxA3p3AkM=</DigestValue>
</Reference>
<Reference URI="#messageid">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsigtenveloped-
signature”></Transform>

</Transforms>

<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>

<DigestValue>uCXhfwzmKLctXxTEUFIkXQ49Gq3c=</DigestValue>

</Reference>
<Reference URI="#relatesto">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>FZhXB+BSpXWxXIEhgtpNhK@oTcg=</DigestValue>
</Reference>
<Reference URI="#sec_timestamp">
<Transforms>
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<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>

<DigestValue>eQY5cdqEBXcQUAUEB4+zEfEUr9c=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" ></DigestMethod>
<DigestValue>p9fH1dnXThhomMxcm7xZ4KJe5p4=</DigestValue>
</Reference>

</SignedInfo>
<SignatureValue>YqDIO35dNEmzP8j7375Nj/dZLHnTwreiFb9zhe2aPRopbBPXAIGzvofiW43si41FXkrkx1lb
X1ZDnWeKCFY4zahEINVp2hvRV1VCF7UgE+MfFYtF9u8ksalXKRyq96YwlYnM237HUDSH8eAtYP4/0udyQuvtfg
63Skm89nEkmEWBVVBZKYVE1cr871trAdDRPFILYoXYWo1NWjVGnWPYTFKRx21mBoTn3Pdb3DFgXffPB7HgI7BR
Sclbx6MIK1zPc1CvvC4ZK8Fj6SYZ2InXUAF96e46KABOY9UK+f+0ixEjPCBYIJy611nc59+UJdd28sJydXm7bE
xSmdWpkIAjoOng==</SignatureValue>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<RequestSecurityTokenResponseCollection xmlns="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<RequestSecurityTokenResponse Context="urn:uuid:502e6d53-d2fb-46fc-afa8-
24c8c43623cd">
<TokenType />
<AppliesTo xmlns="http://schemas.xmlsoap.org/ws/2002/12/policy">
<EndpointReference xmlns="http://www.w3.org/2005/08/addressing">

<Address>https://saml.nnit@01.dmz.dkdev</Address>
</EndpointReference>
</AppliesTo>
<RequestedSecurityToken>
<Assertion ID="_cc909803-e214-459c-842d-67915512f655" IssueInstant="2015-03-
20T09:04:46.256Z" Version="2.0" xmlns="urn:oasis:names:tc:SAML:2.0:assertion">
<Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">https://local.sts.nemlog-in.dk/</Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-
exc-clan#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-
more#rsa-sha256" />
<ds:Reference URI="#_cc909803-e214-459c-842d-67915512f655">
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<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature” />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/>

</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
/>
<ds:DigestValue>V/OKsXEEEUSF/qC8K6Q2sCzGjbfQB4KUBLccuxeSoC4=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>WwBbPMuPObjJYfXI3uMTgZd5471mI7A3r4dzeSqQUNEAS7BYA1g05Azkx1ts2P9Lwhip
J/2XQD2oecugaQNCg7THTMavctZHj+hJyRz+Ww8fujHnxChysakBMi531TydWkwYWizkAHI21mIKMBxSSAXK93
C+FjW5Bi9V+kjV8dA3MdelwtSbhMxx7HWEBZSsjQ79axyBKIbEx1E4aTeM1lnEeR7XyAozTO1IRso/4eMFEKYbX6
FZHOJLPblgeiMqOxNbdqCMolfbTTPmjvUp7w+EI/bgRamP/bGgLOD5UlukB/pV1aBlorkXewd6SMZr/ /PftyCZ
WtcjbD81U2vPIzyhw==</ds:SignatureValue>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<X509Certificate>MIIGFDCCBPYgAWIBAgIETBGSSjANBgkghkiGOWOBAQs FADBIMQswCQYDVQQGEWIESZESM
BAGA1UECgwIVFJIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSULJIENBMBAXDTEZMTA
WOTESMDUWMVOXDTE2MTAwWOTE5MDMOOF owgYMxCzAJBgNVBAYTAKRLMSEwHWYDVQQKDBhOTk1UIEEVUyAvLYBDV
1I6MjEWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTASMzEWNi1GSUQ6NTK3MjQwMzQwLQYDVQQDDCZOTk1UIEZPQOV
TIGN1cnQxIChmdW5rdGlvbnNjZXJ@aWZpa2FOKTCCASIwDQYIKoZIhvcNAQEBBQADggEPADCCAQoCEggEBAKG1O0
mrGwc+bU6MbI9kyHRjFwkkkloNbwHOM70V205mbTzX+bgiow21RihyKTmOxtKkXC1sKCPjj9a0jhiN/jDYTBG/
bUeMSuIpvryl83VWOHhjXQF Ifelf1R9gBDEdzd4fYVHcbnINMeMLFb/rdnXCADzPcmsy5woQx0OnrPbGHwWzPEON
2Q0/NzS+tz61EWFLGNtOWhOKUD/gurl6PVtyWrl9/bxRGGTYyQO6FAp12z+0Z5MGMCXNmi1BDeJzC5kMMbkyN7e
JUCLkXDiWgXoeypCumr68TU4+r/1GvumZTPZW/qRCNpUci96e8ZIrFVrHW1KcngqvYvU+JIHey5QXu89ecCAWEAA
a0CAsgwggLEMA4GA1UdDWEB/WQEAWIDUDCB1AYIKwYBBQUHAQEEEY cwgYQwOwYIKwYBBQUHMAGGL2h@dHAGLYS
VY3NwLnNN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vemVzcGIuZGVYMEUGCCsGAQUFBzAChjlodHRwOi8vZi5ha
WEuc31zdGVtdGVzdDgudHI1c3QyNDA4LMNVbS9zeXNOZW10ZXNOOC1GYS55ZXIwggEgBgNVHSAEgEEXMIIBEZC
CAQ8GDSsGAQQBgfRRAgQGBAIwgfOWLWYIKwYBBQUHAEEWI2hOdHA6LY93d3cudHI1c3QyNDA4LmNVbS9yZXBvc
210b3J5MIHIBggrBgEFBQCCAjCBVDAMFgVEYW5IRDADAEGEBGOGrRGFUSUQEdGYzdCBjZXJ0aWzZpa2FOZXIgzn]
hIGR1bm51IENBIHVkc3R1ZGVzIHVUZGVYIE9IRCAXLjMUNi4xLjQuUMS4zMTMxMy4yLjQuNi4@LFIUIERhDK1ET
HR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYIE9IRCAXLjMuNi4xLjQuMS4
ZMTMxMy4yL jQuNi4@LjIuMIGrBgNVHRSEgaMwgaAwOqA40DaGNGhOdHABLY9jcmwuc31zdGVtdGVzdDgudHIlc
3QyNDA4LMNvbS9zeXNOZW10ZXNOOC5jcmwwYqBgoF6kXDBaMQswCQYDVQQGEwWIESzESMBAGALIUECEWIVFIVU1Q
yNDA4MSUwIwYDVQQDDBxUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1IIENBMRAWDEYDVQQDDAdDUkwXNIMOMBBGA
1UdIwQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBTqfHRtduHEfr001hFTOou/HItjATAIBEN
VHRMEAjAAMAOGCSqGSIb3DQEBCWUAA4IBAQCOLTDB/5BOcepHUOG8QBGrH+ARIhIE/ZD11bi5Z3R70dBBSR2W2
QiB4GKsZC9qS1jNhekK707/RCqg+wOU7p5W6+xdAsd5dYwidzMxSJallLSovoxFyvfFPK9nU+yaozrciasScylp
mio7AnzWJ26HotU+REONW9OvaeLFIENQngbImpV1BGOCM7padtR8ULC1SQjITmIXMzNUOIdHb7nDyzYW4sK+40t
4sEG1Ufj8e080E913HMM2I6P0aipXSK42s5IG6bOOMbWWGQ57wgI8qB7YanDu+9hFHje88xrRT12R2dWfjbS7R
6kB9uS/DojjoA7A1dTx2hGC5gRNobRY1M</X509Certificate>
</X509Data>
</KeyInfo>
</ds:Signature>
<Subject>
<NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName" >C=DK, O=@konomistyrelsen // CVR:10213231,CN=Morten
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Mortensen,Serial=CVR:10213231-RID:93947552</NameID>
JsubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-
key">
<SubjectConfirmationData a:type="KeyInfoConfirmationDataType"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<X509Certificate>WIIGFDCCBPygAwIBAgIETBGSTDANngqhkiGQWGBAQsFADBIMQSWCQYDVQQGEWJESzESM
BAGA1UECgwJVFJVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSULIIENBMBAXDTEZMTA
WOTESMTMzM10XDTE2MTAWOTESMTIzOFowgYMxCzAJBgNVBAYTAKRLMSEwHWYDVQQKDBhOTK1UIEEVUYAvLYBDV
1I6MjEWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTASMzEWNi1GSUQ6NDkXOTYOMzEWLQYDVQQDDCZOTk1UIEZPQOV
TIGN1lcnQyIChmdW5rdGlvbnNjZXJ@aWZpa2FOKTCCASIwDQYJIKoZIhvcNAQEBBQADEgEPADCCAQoCEEEBAM/Zn
SGCUTb5QEGNoYbRo9ivhyhvilh@Wpqjxd@34T536q2sGyRhmj+t/UGEDOfvgMSPYROlovaelpT++1Nz@8EGOZP7
mek5eUeyQlBZseAe8ZUKFSUXfNvYvo/x/inVxePCTBwPvYVUPlap/V4dRcz/Y1e5+qjrweWuZI1Yct1KqW2sGX
fZTEBFdsiTV1xAiLwcM9KVthV+rUB3dqtulFvV0OTOQILxzD7eP60bF1gRGG14kGOTknrKcPvq350yFluvIED7
cykHfedVeAZP3DY3dgrsWakKi8zt1IUHH5avIq5hKm6JICcYzrB6LaX6aGOGMFMZOR/Mw9alUxTvak//KOCAWEAA
a0CAsgwggLEMA4GA1UdDWEB/WQEAWIDUDCB1AYIKwYBBQUHAQEEgYcwgYQwOwYIKwYBBQUHMAGGL2h@dHA6LYS
VY3NwLNN5c3R1bXR1c3Q4LnRydXNeMjQwOC5jb20vcmVzcGOuZGVyMEUGCCsGAQUFBzAChjlodHRwOi8vZi5ha
WEuc31zdGVtdGVzdDgudHJ1c3QyNDA4LMNvbS9zeXNOZW10ZXNOOC1jYS5)ZXIwggEgBgNVHSAEgEEXMIIBEZC
CAQ8GDSsGAQQBgFRRAgQGBAIwgfOWLWYIKwYBBQUHAZEWI2hOdHA6LY93d3cudHI1c3QyNDA4LmNVbS9yZXBvc
210b3J5MIHIBggrBgEFBQCcCAjCBVDAMFgVEYW5IRDADAgEBGOGrRGFUSUQgdGVzdCBjZXJ0aWZpa2FOZXIgzZn]
hIGR1bm51IENBIHVkc3R1ZGVzIHVUZGVYIE9IRCAXLjMUNi4xLjQuMS4zMTMxMy4yLjQuNi4@LFIUIERhbK1ET
HR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYIE9IJRCAXLjMuNi4xLjQuMS4
ZMTMxMy4yLjQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOqA40DaGNGhOdHA6LY9jcmwuc31zdGVtdGVzdDgudHI1lc
3QyNDA4LmNvbS9zeXNOZW10ZXNOOCS5jcmwwYqBgoF6kXDBaMQswCQYDVQQGEwWIESzZESMBAGA1UECgwIVFIVU1Q
yNDA4MSUwIwYDVQQDDBxUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1IIENBMRAWDEYDVQQDDAdDUkwXNjMOMBBGA
1UdIwQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UIDEQWBBRFtYa8Wnp3jGC8dDwriSf124GfpDAIBgN
VHRMEAjAAMA@GCSGGSIh3DQEBCWUAA4IBAQDKHXVGqw7V4gKLcdeWRmivpyupIsxIsfB9oqjVGOOHIXr7vlgYW
2bkMjUpSy6WLTd+686ZjLh1E1FWCwqwlrwI8/B1xX62fT8j79EDamJLBAVUXOYNL1drG331H7vZK90ri330L0S
BtOy9EOm+7v/1KwdYbgHYDgFub+htYiB4RofkiVKhzgdwHVOWjMcKUQ99hWhHWw4thy1RoXEjPXZLMkSG8I51T
8+GWODGzXI817PcOnKcn5PN6ydoC+ErTTgSAEMW2qq+N7G+Hs/E7IZ9HLGI3EVPvborHqQWE1h7WEOq80sAHpN
TrcdunHgvC1iJaiCK/J2CnH5XmpntX9fnk/X509Certificate>

</X509Data>
</KeyInfo>
</SubjectConfirmationData>
</SubjectConfirmation>
</Subject>
<Conditions NotBefore="2015-03-20T09:04:46.256Z" NotOnOrAfter="2015-03-
20T17:04:46.256Z">
<AudienceRestriction>
<Audience>https://saml.nnit@@1.dmz.dkdev</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
<Attribute Name="dk:gov:saml:attribute:ProductionUnitIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="ProductionUnitIdentifier">
<Attributevalue />
</Attribute>

Commented [A21]: Always holder-of-key for local IDP
policy

Commented [A22]: WSC certificate refereced for the
local IDP policy
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<Attribute Name="dk:gov:saml:attribute:SENumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="SeNumberIndentifie">
<Attributevalue />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:AssuranceLevel"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="AssurancelLevel”>
<AttributeValue>True</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:Specver"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="SpecVer">
<AttributevValue />
</Attribute>
<Attribute Name="urn:o0id:2.5.4.4"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="surName">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:oid:2.5.4.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CommonName" >
<AttributeValue>Morten Mortensen</AttributeValue>
</Attribute>
<Attribute Name="urn:0id:0.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="uid">
<AttributeValue>CVR:10213231-RID:93947552</Attributevalue>
</Attribute>
<Attribute Name="urn:0id:0.9.2342.19200300.100.1.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="mail">
<AttributeValue>MortenMortensen@kfobs.dk</Attributevalue>
</Attribute>

<Attribute Name="urn:o0id:2.5.4.5"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="serialNumber">
<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:1.3.6.1.4.1.1466.115.121.1.8"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="userCertificate">
<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:2.5.29.29"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Certificate issuer attribute">
<Attributevalue a:nil="true"
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xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>

<Attribute Name="dk:gov:saml:attribute:UniqueAccountKey"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="UniqueAccountKey">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:Privileges_intermediate"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Privileges">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:IsYouthCert"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="IsYouthCert">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:PidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="PidNumberIdentifier">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:oid:2.5.4.10"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="organizationName">
<AttributeValue>@konomistyrelsen // CVR:10213231</Attributevalue>
</Attribute>

<Attribute Name="dk:gov:saml:attribute:UserAdministratorIndicator"”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="UserAdministratorIndicator">

<AttributevValue>0</AttributevValue>

</Attribute>

<Attribute Name="dk:gov:saml:attribute:CvrNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CVRnumberIdentifier">
<AttributeValue>10213231</AttributeValue>

</Attribute>

<Attribute Name="dk:gov:saml:attribute:RidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="RidNumberIdentifier">

<AttributeValue>93947552</AttributeValue>

</Attribute>

<Attribute Name="urn:o0id:2.5.4.65"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="0CES
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Pseudonym">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:liberty:disco:2006-08:DiscoveryEPR"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
</AttributeStatement>
</Assertion>
</RequestedSecurityToken>
<wst:RequestedAttachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:RequestedUnattachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedUnattachedReference>
<Lifetime>
<Created xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-20T09:04:46.256Z</Created>
<Expires xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-20T17:04:46.256Z</Expires>
</Lifetime>
</RequestSecurityTokenResponse>
</RequestSecurityTokenResponseCollection>
</S11:Body>

</S11:Envelope>

4.5 Signature scenario

In this scenario the “user identity” is proofed by the signing of the request to Nemlog-in
STS. The scenario which exists in an Identity policy and a System policy variant contains
no bootstrap tokens.

Request and response messages are described in detail in [STS-RULES].

4.5.1 Request example (“Identity” / MOCES certificate)

POST https://securetokenservice.nemlog-in.dk/SecurityTokenService.svc HTTP/1.1
SOAPAction: http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue
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content-Type: text/xml;charset=utf-8
Host: securetokenservice.nemlog-in.dk
Ccontent-Length: [Tength]

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:wst="http://docs.oasis-
open.org/ws-sx/ws-trust/200512" xmlns:wstl4="http://docs.oasis-open.org/ws-sx/ws-
trust/200802" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy">
<S11:Header>
<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
<wsa:MessageID wsu:Id="msgid">uuid:541a1974-13e5-4d36-a6c5-
£71d0605b275</wsa:MessagelID>
<wsa:To wsu:Id="to"ﬂhttps://signature.sts.nemlog—in.dk/k/wsa:To>
<wsse:Security Sll:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec-ts">
<wsu:Created>2015-03-20T08:02:23Z</wsu:Created>
<Wsu:Expires>2015-03-30T08:02:23Z</wsu:Expires>
</wsu:Timestamp>
<wsse:BinarySecurityToken wsu:Id="sec-binsectoken" ValueType="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-
1.0#Base64Binary">WIIGIDCCBQigAwIBAgIETAV1TZANngqhkiGQwOBAQSFADBIMQSWCQYDVQQGEWJESZES
MBAGA1UECgwIVFJVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDEgU31zdGVtdGVzdCBWSU1JIENBMBAXDTEYMD
ExMjE@OMTQWN10oXDTE2MDEXMjEOMTM1M1owdjELMAKGALIUEBhMCRE sxKjAoBgNVBAOMIcOYa29ub21pc3R5cmVs
Cc2VUIC8VIENWUjoxMDIxMzIzMTE7MBCcGAIUEAWWQTWOYdGVUIE1vcnR1bnN1bjAgBgNVBAUTGUNWUjoxMDIXMz
IzMS1SSUQ60TMSNDCcINTIwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWEEEKAOIBAQDXXEVHipGqErG8xLbYgxmP
vyZzh1aBK4th2YaiIbRyZfS03g0xhWs+XR3JILOrVMgKXERYGDAFTnNFWU7TpYaTO8pnXEx2+bV2ohIzcyavQYW
21KMgcplpsWrewv5IuF@Ykhydv900qIRouBh4oHIwvBjVIQLDWOL+d6bJ/DjW+tHWtuWMyPUKZRjQf6dWIA45p
kLH8mcFNztxGIOZHv1gqH7IiPHc73KKgxmig/vvdUCVI15MADeCsQQ8ds@Aw7uFJiytROF/5wD@jJ0ZHIToBLVt
Qd8UShEtL6TSiEchi2zVPF/tImiRriQQNHQy/SWEP1nkt2HZXRkuPNzt1GeMVBAGMBAAGjggLiMIIC3jA0BENV
HQ8BAf8EBAMCA/gwgZQGCCsGAQUFBWEBBIGHMIGEMDSGCCsGAQUFBzABhi90dHRWOi8vb2NzcC5zeXNOZW10ZX
NOOC50cnVzdDIOMDguY29tL3J1c3BvbmR1cjBFBggrBgEFBQcwAoY5aHROcDovL20uYW1hLnN5c3R1bXR1c3Q4
LnRydXNOMjQwOC5jb20vc31zdGVtdGVzdDgtY2EuY2VyMIIBIAYDVROgBIIBFzCCARMwEEEPBgOrBgEEAYHOUQ
IEBgIFMIHOMC8GCCsGAQUFBWIBFiNodHRwOi8vd3d3LnRydXNOM;jQwOC5jb20vcmVwb3NpdGOyeTCBYQYIKwYB
BQUHAgIwgbwwDBYFRGFUSUQWAWIBARGBGORhbk1EIHR1c3QgY2VydGlmaWthdGVyIGZyYSBkZW5uZSBDQSB1ZH
NOZWR1cyB1bmR1ciBPSUQgMS4zLjYuMS40LFEUMZEZMTMUMi40LjYuMi41LiBEYW5IRCBOZXNOIGN1cnRpZml j
YXR1cyBmcm9tIHR0aXMgQOEgYXJ1IGlzc3V1ZCB1bmR1ciBPSUQgMS4zLjYuMS40LjEUMZEZMTMUMi40L jYuMi
411 JAYBgNVHREEETAPgQ1qZWxmQG5uaXQuY29tMIGrBgNVHR8EgaMwgaAwOqA40DaGNGhOdHAGLY9jcmwuc31lz
dGVtdGVzdDgudHI1c3QyNDA4LmNvbS9zeXNOZW10ZXNOOCS5] cmwwYqBgoF 6kXDBaMQswCQYDVQQGEWIESZESMB
AGA1UECgwIVFJVU1QyNDA4MSUwWIWYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSU1JIENBMRAWDEYDVQQD
DAdDUkwxMTIOMB8GA1UdIWQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBTV7aQGa8L1grrstR
8ItB9LzORT/zAIBgNVHRMEAjAAMAOGCSqGSIb3DQEBCWUAA4IBAQAOPAO4ACcFScEKoZgug3x+GBFoYzDgYBZR/d
SJexU3N9+e5wTgwterC9Ykk3BTV4V1B16NFUFPOTPq0ZaCkgTdWIXruy@wNKvMNGacVZIhS91baTW3ZnNIhAES
x5gDxvsjuRVcOxZvyAhT7jkp4I62haMoDt+pRsZoDcVCNOKULWL+Lh5efaBOvSCMsyKUjXf9A/F21nhBiNsECs
WjNXyt2/igbTuYCST12dTCpHs+sDEAnaz1TJa2B/CMUP015niVLFUOWCPPyxurUZfB3bK/9qdHT60IvaVezwAA
mCNYEw7CW4AAGKDPMDqustFgaObB3bd52CankW/SNhgsllck/wsse:BinarySecurityToken)
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>

Commented [A23]: Signature scenario

Commented [A24]: Moces certificate used to sign the
message
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<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"

/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />
<Reference URI="#action">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>NrdtWxaigbkMffHPgKCAMNdq@hRMvsKQSkNelmS5cAE=</DigestValue>
</Reference>
<Reference URI="#msgid">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>dBMMqthBFSaQDgkdW4gE99QbgbyiS/9BbMk3p0/CWS4=</DigestValue>
</Reference>
<Reference URI="#to">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenci#sha256" />
<DigestValue>VRjscE+sMXYwWGdFXLwczBVCnXdPBwx7vm800+bGCrQw=</DigestValue>
</Reference>
<Reference URI="#sec-ts">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>Za45FgPz/Ayqtbhxa@QC4P26P0ev+0S/hVyzK8KvAic=</DigestValue>
</Reference>
<Reference URI="#sec-binsectoken">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>gCOrvFzqTwR4HgCX511Q6AnQuriSEQWOPUZ1HDDI9NN@=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>y5x5ngzpwCabgA7/8KPzuIUmk2Au/ovaCBrHPimVbGY=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>OEfmkHRk/WESKHFh1ktNM85Mpkn7pcGGqOSrTDBUl6ix52tDr7nUI1q3sWSRmpdTtb6Bkn
IWarQ2CLkckzhy4tMYIrvARA1x1cMvUGOCsqevTTbZ17zhcLgZVUsykM6wRwnmFOQGRIZ9dOBPVXqhlHSAT7RU
63L8/IHbNI/wo71h7NYYM1X8xLyFXIIpxAfj208Th+WVv1uue4Li8KTI/2kYzgtXPC2dMByFRb2EyFGUT2NUF@
Eab8KyqFfoUWS5dUuluZt+afSWpqor8ALvnKhpEy0@ij62gXUAmlhscz@6QSKEIVA+VBYRZEfXwyAcl+Lro82q0u
39/0+A1qv2NT4Q==</SignatureValue>
<KeyInfo>

<o:SecurityTokenReference xmlns:o="http://docs.oasis-

open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-1.0.xsd">
<o:Reference URI="#sec-binsectoken" />
</o:SecurityTokenReference>
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</KeyInfo>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<wst:RequestSecurityToken Context="urn:uuid:705515c8-54d0-4336-9c28-d0530093125">
<wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Issue</wst:RequestType>
<wsp:AppliesTo>
<wsa:EndpointReference>

<wsa:Address>%ttps://saml.nniteel.dmz.dkdevk/wsa:Address) [Conunented[AZS]

: EntityId to issue identity token for ]

</wsa:EndpointReference>
</wsp:AppliesTo>
</wst:RequestSecurityToken>
</S11:Body>
</S11:Envelope>

4.5.2 Response envelope example local STS (“Identity” / MOCES
certificate) (decrypted)

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"” xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd">
<S11:Header>
<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
<wsa:MessageID wsu:Id="messageid">uuid:6f89d3ae-0fad-4c5d-925c-
60e9240e6al3</wsa:MessageID>
<wsa:RelatesTo wsu:Id="relatesto">uuid:541a1974-13e5-4d36-a6c5-
£71d0605b275</wsa:RelatesTo>
<wsse:Security Sll:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec_timestamp">
<wsu:Created>2015-03-20T08:03:13.429Z</wsu:Created>
<WSU:Expires>2015-03-20T16:03:13.429Z</wsu:Expires>
</wsu:Timestamp>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></CanonicalizationMethod>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
shal"></SignatureMethod>
<Reference URI="#action">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>1hj8fpM7T5rcOsNRPpnxA3p3AkM=</DigestValue>

</Reference>
<Reference URI="#messageid">
<Transforms>
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<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsigtenveloped-
signature"></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>YFINY7VVOKL8xD8uiyOanefFjFI=</DigestValue>
</Reference>
<Reference URI="#relatesto">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>08]i4Y2kwdfhjWbs5tYB4eUkoS@=</DigestValue>
</Reference>
<Reference URI="#sec_timestamp">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>jSPcIsNzQaUWI7EnZG5EM1kDt7s=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>J2sdhxiII1poBx33sQTtd2bs4AM=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>YIN1SzPV/ThEewqVTY9nLdE1RwhqyPQ7PxZznZRHEEVyvquIMnjGGoQ28fc8UouU4LFgSc
czMoxDqSzYz6izT4RI9YbGAYDHZOyg7ItioaWSLk7VQIpwbQFSv/nT2+6fangc3+qzGdPhLDLevwPTFmKi272i
KeBmVgSeDO6IROX9K+gV1BfVr7qj7IQogEL182Zprk62tQ7weXhDuGaLqtmgeif4gXJItz7 jAwlwEItUt1EHSZOV
mgZ2piR3HH9+0/1/tRv6ZsscplmzhqfRMNdq1XyNxZktYA2GAICN+aFn1hDti6U/@OKX39AZVafEnOv+6u7LUWE
WSrSZNtJzgW2tA==</Signaturevalue>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<RequestSecurityTokenResponseCollection xmlns="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<RequestSecurityTokenResponse Context="urn:uuid:705515c¢8-54d0-4336-9c28-
de5f30093125">
<TokenType />
<AppliesTo xmlns="http://schemas.xmlsoap.org/ws/2002/12/policy">
<EndpointReference xmlns="http://www.w3.o0rg/2005/08/addressing">

<Address>%ttps://saml.nniteel.dmz.dkdevk/Address> Commented [A26]: Entityid of the WSP this identity
</EndpointReference> token is issued for
</AppliesTo>

<RequestedSecurityToken>
<Assertion ID="_284fff56-38b7-470a-96d3-961a43a38b5b" IssueInstant="2015-03-
20708:03:13.429Z" Version="2.0" xmlns="urn:oasis:names:tc:SAML:2.0:assertion">
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<Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">https://signature.sts.nemlog-in.dk/</Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-
exc-clan#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-
more#rsa-sha256" />
<ds:Reference URI="#_284fff56-38b7-470a-96d3-961a43a38b5b">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
/>

<ds:DigestValue>P5Nez2ge68csaXnrFsvc/AAsywWMcRY@e6R1VLNXG7Q=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>AVt5zPLIvgUA800sjqCk1z@pu/VOs/1007guZugGlkyLdX7z18pr1Gk1xTQazb9FSDL
Hpvdo4RI5bYJSq73gas1QIWWXOcoVvS5UuNQ/v/NPx8h4/x9uR5xsGQDEX16U8TbLq/VTamhouYbHBQgalIPst
KgnijJy8FZIRBtQWazIMValccmH1zrostkYGFVGTFRiwTTVw3nGOcDGNOb6HFkh21gKr@RKFJw+UUDpeghU4ap
pdTMjV1gpMMgYnwvxeEi+0JRtgOKIWX9Q21iYJ+YXeuuljiOFeMCNAKszewAjXz6jowGRaM6wlzYSaYBYqpl6Ng
+nMCt634XTAivrcwA==</ds:Signaturevalue>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>

<X509Certificate>WIIGFDCCBPygAwIBAgIETBGSSjANngqhkiGQw@BAQsFADBIMQSWCQYDVQQGEwJESZESM
BAGA1UECgwIVFJIVU1QyNDA4MSUwWIwWYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1JIENBMBAXDTEZMTA
WOTESMDUWMVOXDTE2MTAWOTE5MDMOOF owgYMxCzAJBgNVBAYTAKRLMSEwHWYDVQQKDBhOTk1UIEEVUyAvVLYBDV
1I6MjEwWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTASMzEWNi1GSUQ6NTK3MjQwMzQwLQYDVQQDDCZOTK1UIEZPQOV
TIGN1cnQxIChmdW5rdGlvbnNjZXJ@aWZpa2FOKTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKG10
mrGwc+bU6MbI9kyHRjFwkkkloNbwHOM70V205mbTzX+bgiow21RihyKTmOxtKkXC1sKCPjj9a0jhiN/jDYTBG/
bUeMSuIpvryl83VWOHhjXQFIfelf1R9gBDEdzd4fYVHcbnINMeMLFb/rdnXCADzPcmsy5w0Qx0nrPbGHWzPEGN
2Q0/NzS+tz61EWFLGNtOWhOKuUD/gurl6PVtyWrl9/bxRGGTYyQO6FAp12z+0Z5MGmCXNmilBDeJzC5kMMbkyN7e
JUCLkXDiWgXoeypCumr68TU4+r/1GvumZTPZW/qRCNpUci96e8ZIrFVrHW1KcnqvYvU+IHey5QXu89ecCAWEAA
a0CAsgwggL EMA4GA1UdDWEB/WQEAWIDUDCB1AYIKwYBBQUHAQEEgYcwgYQwOwYIKwYBBQUHMAGGL2h@dHAGLY9
VY3NwLNN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vcmVzcGOuZGVYyMEUGCCsGAQUFBzAChjlodHRwOi8vZi5ha
WEuc31zdGVtdGVzdDgudHI1c3QyNDA4LMNVbS9zeXNOZW10ZXNOOC1jYS5jZXIwggEgBENVHSAEGEEXMIIBEZC
CAQ8GDSsGAQQBgTRRAgQGBAIwgfOWLWYIKwYBBQUHAZEWI2hOdHA6LY93d3cudHI1c3QyNDA4LMNVbS9yZXBvc
210b3J5MIHIBggrBgEFBQCcCAjCBVDAMFgVEYW5IRDADAGEBGOGrRGFUSUQEdGVzdCBjZXI@aWzZpa2FOZXIgzn]
hIGR1bm51IENBIHVkc3R1ZGVzIHVUZGVYIE9IRCAXLjMuUNi4xLjQuMS4zMTMxMy4yLjQuNi4@LFIUIERhbK1ET
HR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYIE9IRCAXLjMuNi4xLjQuMS4
zZMTMxMy4yL jQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOqA40DaGNGhOdHA6LY9jcmwuc31zdGVtdGVzdDgudHI1lc
3QyNDA4LmNvbS9zeXNOZW10ZXNOOC5 jcmwwYqBgoF6kXDBaMQswCQYDVQQGEWIESzESMBAGAIUECgWIVFIVU1Q
yNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDggU31zdGVtdGVzdCBWSULJIENBMRAWDEYDVQQDDAdDUKwXNjMOMBBGA
1UdIwQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBTqfHRtdUuHEfr001hFTOou/HItjATAIBEN
VHRMEAjAAMAOGGCSqGSIb3DQEBCWUAA4IBAQCOLTDB/5BOcepHUOG8QBGrH+ARINIE/ZD11bi5Z3R70dBBSR2W2
QiB4GKsZC9qS1jNhekK707/RCqg+wOU7p5W6+xdAsd5dYwidzMxSJallLSovoxFyvfFPK9nU+yaozrciasScylp
mio7AnzWJ26HotU+REoNW9vaelLFIENQngbImpV1BGOCM7padtR8ULC1SQ]jITmIXMzNUGIdHb7nDyzYW4sK+40t
4sEG1UTfj8e080E913HMM2I6P0aipXSK42s5IG6bOOmMbWWGQ57wgI8qB7YanDu+9hFHje88xrRT12R2dWfjbS7R

6kB9uS/DojjoA7A1de2hGC5qRNobRY1Mk/X599Certificate> Commented [A27]: Certificate used to sign the
</X509Data> response. Do not verify signature with embedded
</KeyInfo> certificates.
</ds:Signature>
<Subject>
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<NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName" >C=DK,O0=Pkonomistyrelsen // CVR:10213231,CN=Morten
Mortensen,Serial=CVR:10213231-RID:93947552k/NameID>
<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer" />
</Subject>
<Conditions NotBefore="2015-03-20T08:03:13.429Z" NotOnOrAfter="2015-03-
20T16:03:13.429Z">
<AudienceRestriction>
<Audience>https://saml.nnit@01.dmz.dkdev</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
kAttPibute Name="dk:gov:saml:attribute:SpecVver"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="SpecVer">
<AttributeValue>DK-SAML-2.0</Attributevalue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:AssuranceLevel"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="AssurancelLevel™>
<AttributeValue>2.0</AttributeValue>
</Attribute>
<Attribute Name="urn:o0id:2.5.4.4"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="surName">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:2.5.4.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CommonName" >
<AttributeValue>Morten Mortensen</AttributeValue>
</Attribute>
<Attribute Name="urn:0id:0.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="uid">
<AttributeValue>CVR:10213231-RID:93947552</AttributeValue>
</Attribute>
<Attribute Name="urn:0id:0.9.2342.19200300.100.1.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="mail">
<AttributeValue>MortenMortensen@kfobs.dk</AttributeValue>
</Attribute>
<Attribute Name="urn:o0id:2.5.4.5"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="serialNumber">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:0id:1.3.6.1.4.1.1466.115.121.1.8"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="userCertificate">
<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:o0id:2.5.29.29"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Certificate issuer attribute">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>

Commented [A28]: Subjectname extracted from the
certificate used to sign the request
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<Attribute Name="dk:gov:saml:attribute:UniqueAccountKey"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="UniqueAccountKey">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:Privileges_intermediate"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Privileges">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:IsYouthCert"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="IsYouthCert">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:PidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="PidNumberIdentifier">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:oid:2.5.4.10"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="organizationName">

<Attributevalue>@konomistyrelsen // CVR:10213231</Attributevalue>

</Attribute>
<Attribute Name="dk:gov:saml:attribute:ProductionUnitIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="ProductionUnitIdentifier">
<AttributeValue>1003388503</AttributeValue>
</Attribute>

<Attribute Name="dk:gov:saml:attribute:UserAdministratorIndicator”

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="UserAdministratorIndicator">
<AttributeValue>0@</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:SENumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="SENumberIdentifier">
<AttributeValue>66662222</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:CvrNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CVRnumberIdentifier">
<AttributevValue>10213231</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:RidNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="RidNumberIdentifier">
<AttributeValue>93947552</AttributeValue>
</Attribute>
<Attribute Name="urn:o0id:2.5.4.65"

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="0CES

Pseudonym">
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<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="urn:liberty:disco:2006-08:DiscoveryEPR"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<AttributeValue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
</AttributeStatement>
</Assertion>| [Commented [A29]: Issued attributes

</RequestedSecurityToken>
<wst:RequestedAttachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:RequestedUnattachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedUnattachedReference>
<Lifetime>
<Created xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-20T08:03:13.429Z</Created>
<Expires xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-20T16:03:13.429Z</Expires>
</Lifetime>
</RequestSecurityTokenResponse>
</RequestSecurityTokenResponseCollection>
</S11:Body>
</S11:Envelope>

4.5.3 Request example ("System” / FOCES/VOCES certificate)

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:wst="http://docs.oasis-
open.org/ws-sx/ws-trust/200512" xmlns:wstl4="http://docs.oasis-open.org/ws-sx/ws-
trust/200802" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy">

<S11:Header>

<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
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<wsa:MessageID wsu:Id="msgid">uuid:e5bda526-5923-4d78-a4d7-
534a3e6dlb5a</wsa:MessageID>

<wsa:To wsu:Id="to"ﬂhttps://signature.sts.nemlog—in.dk/k/wsa:To>
<wsse:Security S11l:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec-ts">
<wsu:Created>2015-03-20T08:05:49Z</wsu:Created>
<wsu:Expires>2015-03-30T08:05:49Z</wsu:Expires>
</wsu:Timestamp>

<wsse:BinarySecurityToken wsu:Id="sec-binsectoken" ValueType="http://docs.oasis-
open.org/wss/2004/01/o0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-
1.0#Base64Binary" >MIIGGTCCBQGEAWIBAEIEUw+gETANBgkghkiGOw@BAQsFADBHMQsWCQYDVQQGEWIESZES
MBAGA1UECgwIVFJVU1QyNDA4MSQwIgYDVQQDDBtUU1VTVDIOMDEgU31zdGVtdGVzdCBYSVEgQOEWHhCcNMTUWMT
IXMTgwNDQOWhcNMTgwMTIXMTgWNDASWjCBhzELMAKGALIUEBhMCRE sXITAfBgNVBAOMGES50SVQgQSOTIC8VIENW
UjoyMTA5MzEwN] FVMCAGA1IUEBRMZQ1ZS0jIxMDkzMTA2LUZIRDo10TQ30DASMTAXBgNVBAMMKktGTOITLVRFUL
QtRk9DRVMEMDUSIChmdW5rdGlvbnNjZXJI@aWZpa2FOKTCCASIwDQYIKoZIhvcNAQEBBQADEgEPADCCAQOCEEEB
AIQ1H94vHdHGtq1o1DFRvQYmmsitIxbI5PyIJQXoFPIGbjon7A9+tgR/Nt5mF2X2aGh10uw8kfLnetVsoifGeY
0Gyp2rKzEqTsU4Emxw4My j4FwDGO6xkYuxiBKKkB6won86RXr3QvRed28vAkDSEniFGIabXRx1Vv/HWASEJIEoO
+yqFnVOmmgqSBh9RIQ5i/IpIUhIdZ2M988010RUNO2SIRrI2/Mv+FLt1S1ILa4IgedQ936ATEOheNOLSVNLOMWW
qfviv3im+RWgBTVktYqWnB7gqmM8oBISBxRSe4gl+PQfQ4s37BK+5/NSmrV8WnNgoF rxsV9SRMwhUavGxI4mAQC
AWEAAaOCAsowggLGMA4GA1UdDWEB/WQEAwWIDUDCB1wYIKwYBBQUHAQEEgYowgYcwPAYIKwYBBQUHMAGGMGhOdH
A6LYy9vY3NwLNN5c3R1bXR1c3Qx0S50cnVzdDIOMDguY29tL3J31c3BvbmR1cjBHBggrBgEFBQcwAoY7aHROcDov
L2YuYW1hLnN5c3R1bXR1c3Qx0S50cnVzdDIOMDguY29tL3N5c3R1bXR1c3Qx0S1jYS5]ZXIwggEgBgNVHSAEES
EXMIIBEzCCAQ8GDSSsGAQQBgTRRAgQGBAIwg fOWLWYIKwWYBBQUHAgEWI2h@dHA6LY93d3cudHI1c3QyNDA4LmNV
bS9yZXBvc218b3I5MIHIBggrBgEFBQCcCAjCBVDAMFEVEYWSJRDADAEEBGOGrRGFUSUQgdGVzdCBjZXJ0aWzZpa2
FOZXIgZnJhIGR1bm51IENBIHVkc3R1ZGVzIHVUZGVYIE9IRCAXLjMUNi4xLjQuUMS4zMTMxMy4yLjQuNi4OLjIu
IERhbk1EIHR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVuZGVYyIE9IRCAXLjMuNi
4XL3jQuMS4ZMTMxMy4yL jQuNi40LjIuMIGqBgNVHREEgaIwgZ8wPKA60DiGNmhOdHA6LY9F cmwuc31zdGVtdGVz
dDE5LnRydXNOMjQwOC5jb20vc31zdGVtdGVzdDES5LmNybDBfoF2gW6RZMF cxCzAIBgNVBAYTAKRLMRIWEAYDVQ
QKDALUU1VTVDIOMDgxIDAiBgNVBAMMG1RSVVNUMjQWOCBTeXNOZW10ZXNOIFhIWCBDQTEOMAWGALIUEAWWFQ1IM
Mj IwHWYDVRO]jBBgwF0oAUzAJVDOSBAK8gVNURFFeckVI4f6AwHQYDVROOBBYEFNc41PG/agTmgqzigwWuFpNkf8z
F3MAKGA1UdEWQCMAAWDQYJKoZIhvcNAQELBQADEEEBADNS sIGIXgIPwgfgLjxuOYPVchS5W681eQ001jGhEGIY
/95a08HVTLiICPSwIOSuyPIUu6/b6r1Q0ATGwk1fmCEjDQidyOAg2Lsn1sDix+Nbf+CxvtI2F1gIx7IasExBD]
gsC0sozCDdoHBaPbAghrj/pu@tp+rcHA/tG3DAsyHS1bZBYmO3QyKn7+GVIikEi2sSnwvaT95fRUUVF4ur2n9s
11gIfXgbP1iWgAiHeAn8u9FzjvIZmbOOt3yuzf3tr6ZREB3Emp6spHWM1ERNeiHFSrZIIGk/kDYLYC80za4sNe
FmIGVUaReidHGGVA3IMACFJCVLqGBGGVyZaJHPVhs:k/wsse:BinarySecurityToken>

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/>

<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />

<Reference URI="#action">

<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
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</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

<DigestValue>NrdtWxaigbkMffHPgKCAMNdq@hRMvsKQSkNelmS5cAE=</DigestValue>
</Reference>
<Reference URI="#msgid">

<Transforms>

<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

<DigestValue>DGrhNDOP5WVXHv32syDFjz/EvkwX9fUho@E4Z7Ng858=</DigestValue>

</Reference>
<Reference URI="#to">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>VRjscE+sMXYwWGdFXLwczBVCnXdPBwx7vm800+bGCrQw=</DigestValue>
</Reference>
<Reference URI="#sec-ts">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

<DigestValue>0KCzjbMTQzBT1+Du4FO+7uqIx6rnd4HX0ztPoPqWUiK4=</DigestValue>

</Reference>
<Reference URI="#sec-binsectoken">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />

</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

<DigestValue>Q2VuF5Ly9NMgX3gnkPXEb4CP6iITU18iIf20CptoUNY=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>AkcsxCYOD/d3ts/9xR5kL+thdatMMTteK6pwMjltQdg=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>Ki2+KJk83cE1RAiH113n40CTv/yDsm/U/gXmGtOpnZveW7hAu65YiGVH5M7INArRVs5k63]
+u4u8jelEdBe@9s3Ibb9xtoK/10th13Ny+03PBWDN/KvbO6yFH+B3Z1HxhS/SPONGcwT/rgxW2uT+zpVvy0gd2
Iv5tg7ru77yaGbl3FRWrFfCwdmf4GPkzAMVArnjIgIPpFRsPOOMZc56wLlqlw/+eHrHGFMYcIiLVASTHzrxL8ww
30dCOS1dNmFbTpvQ/kVFt/PIU6322Hbj6CcSPcVYYIN7MRv1f91j/b2mpkR1FCG6CcPe/GMtrIr81qyvFyZeSIQ3
78++RWtBGPfmog==</SignatureValue>
<KeyInfo>
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<o:SecurityTokenReference xmlns:o="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<o:Reference URI="#sec-binsectoken" />
</o:SecurityTokenReference>
</KeyInfo>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<wst:RequestSecurityToken Context="urn:uuid:9f4e1596-7d81-4af5-8334-99d3d1bc169f">
<wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Issue</wst:RequestType>
<wsp:AppliesTo>
<wsa:EndpointReference>
<wsa:Address>https://saml.nnit@0@1.dmz.dkdev</wsa:Address>
</wsa:EndpointReference>
</wsp:AppliesTo>
</wst:RequestSecurityToken>
</S11:Body>
</S11:Envelope>

4.5.4 Response envelope example ("System” / FOCES/VOCES certificate)
(decrypted)

<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing” xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd">

<S11:Header>
<wsa:Action wsu:Id="action">http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
<wsa:MessageID wsu:Id="messageid">uuid:38753c46-9a4f-4559-9bd6-
ac0d7625e9e6</wsa:MessageID>
<wsa:RelatesTo wsu:Id="relatesto">uuid:e5bda526-5923-4d78-a4d7-
534a3e6dlb5a</wsa:RelatesTo>
<wsse:Security S11l:mustUnderstand="1">
<wsu:Timestamp wsu:Id="sec_timestamp">
<wsu:Created>2015-03-20T708:05:52.871Z</wsu:Created>
<WSU:Expires>2015-03-20T16:05:52.871Z</wsu:Expires>
</wsu:Timestamp>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></CanonicalizationMethod>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
shal"></SignatureMethod>
<Reference URI="#action">
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<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>

<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" ></DigestMethod>

<DigestValue>1hj8fpM7T5rcOsNRPpnxA3p3AkM=</DigestValue>

</Reference>
<Reference URI="#messageid">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>
</Transforms>

<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>

<DigestValue>hF7C+AMXXUURhrOLdjskKx09bEF4=</DigestValue>
</Reference>
<Reference URI="#relatesto">

<Transforms>

<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"></Transform>

</Transforms>

<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>

<DigestValue>Akm3OKBGUOEG53Tz5PtNWOYeWS8=</DigestValue>
</Reference>
<Reference URI="#sec_timestamp">

<Transforms>

<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>

</Transforms>

<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>

<DigestValue>df1/tn25bpb0JeBIqiyoPK1n6d@=</DigestValue>
</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”></Transform>

</Transforms>

<DigestMethod
2015-03-20 Version: 1.3 Page 55 of 61
Author: AXPE

Approved by: ID: 32309



Nemlog-in STS Digitaliseringsstyrelsen
Nemlog-in

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" ></DigestMethod>
<DigestValue>w7mwHz+Hzxj95VQSBobpcpRmHdY=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>ZECtXNhsoDF2Cq2/vx9plfXJI8072FiJ0Gg1lnf64WKQS@aYuQoH3yweCZaHI3hDisSGEEgn
1CHGCcCIbLQ2CNWOPOPBk47Zq0Z0o0@LEgZam009323Z8SgmTGR3UHNMFGYXItBG/AAMARST3Rp82dKiSHPNTGN31
AfUt+2rPf3ZQNzS7T57sW53yMC+im2Q@pufI6THY Thr4sF8+CuUvMIQEX7urqIzPOwCdRjgNUFfHGpIIvn5QFXG
8mnf0/MBea2qHFfFjwAZOqH1udWnQkUgqQPqsUsZahS8NV5maaN+mncDDbah1FaSi66PUxxVtEsu5R4nQUKx@qe
XjR7byjs0zUgSQ==</SignatureValue>
</Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:Id="body">
<RequestSecurityTokenResponseCollection xmlns="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<RequestSecurityTokenResponse Context="urn:uuid:9f4e1596-7d81-4af5-8334-
99d3d1bc169f">
<TokenType />
<AppliesTo xmlns="http://schemas.xmlsoap.org/ws/2002/12/policy">
<EndpointReference xmlns="http://www.w3.org/2005/08/addressing">
<Address>https://saml.nnit@@1.dmz.dkdev</Address>
</EndpointReference>
</AppliesTo>
<RequestedSecurityToken>
<Assertion ID="_10fbef57-875f-4e91-b477-76308c247772" Issuelnstant="2015-03-
20T08:05:52.871Z" Version="2.0" xmlns="urn:oasis:names:tc:SAML:2.0@:assertion">
<Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">https://signature.sts.nemlog-in.dk/</Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-
exc-cl4n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-
more#rsa-sha256" />
<ds:Reference URI="#_10fbef57-875f-4e91-b477-76308c247772">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature” />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
/>
<ds:DigestValue>MdcOES5VZSD6s1E4wq6U60qKdhvKz5135b33Tm50]k4=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>T5217YL7Sm1rMQsMsNrdnphh+rF43mdXoEcWiQOXVmOYAbvjs98AcclVX1FKrAjvyKP
IajomakESEigK68UFNb61/hvLt7SmYclydojTOPZXIKHIU+RYnnexgxVr6HekEYDgek@GrivwFZBz067jyx6h3
TdcZZ30f2UAzHFG23BvMv2d/8YNWtYd7e/hMKU1ictoUQpGznDo9ZEyNnITHf1kh+Bt+YY5kuXMEmEZhfQH4SS
7sSbEzSr{Px+Jp+0G6m3Ytp/J1D62G/424ugXPD70hPs1UPVYgLATKWMIEC8470KrjqfxYmbPBTIRNVUTIStgX
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VRqcvbcewQWad9A1Q==</ds:Signaturevalue>

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<X509Data>
<X509Certificate>MIIGFDCCBPYgAWIBAgIETBGSSjANBgkqhkiGOw@BAQsFADBIMQswCQYDVQQGEWIESZESM
BAGA1UECgwIVFJIVU1QyNDA4MSUwIwYDVQQDDBXUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1JIENBMBAXDTEZMTA
WOTESMDUWMVOXDTE2MTAWOTE5MDMOOF owgYMxCzAJBgNVBAYTAKRLMSEwHWYDVQQKDBhOTk1UIEEVUyAvLYBDV
1I6MjEWOTMXMDYXUTAgBgNVBAUTGUNWUjoyMTASMzEWNi1GSUQ6NTK3MjQwMzQwLQYDVQQDDCZOTk1UIEZPQOV
TIGN1cnQxIChmdW5rdGlvbnNjZXJ0aWZpa2FOKTCCASIwDQYIKoZIhvcNAQEBBQADggEPADCCAQoCEgEBAKG10
mrGwc+bU6MbI9kyHRjFwkkkloNbwHOM70V205mbTzX+bgiow21RihyKTmOxtKkXC1sKCPjj9a0jhiN/jDYTBG/
bUeMSuIpvryl83VWOHhjXQF Ifelf1R9gBDEdzd4fYVHcbnINMeMLFb/rdnXCADzPcmsy5wOQx0OnrPbGHWzPEON
2Q0/NzS+tz61EWFLGNtO9WhOKUD/gurl6PVtyWrl9/bxRGGTYQO6FAp12z+0Z5MGmCXNmi1lBDeJzC5kMMbkyN7e
JUCLkXDiWgXoeypCumr68TU4+r/1GvumZTPZW/qRCNpUci96e8ZIrFVrHW1KcngqvYvU+JIHey5QXu89ecCAWEAA
a0CAsgwggLEMA4GA1UdDWEB/WQEAWIDUDCB1AYIKwYBBQUHAQEEgYcwgYQwOwYIKwYBBQUHMAGGL2h@dHAGLY9
VY3NwLnN5c3R1bXR1c3Q4LnRydXNOMjQwOC5jb20vemVzcGOuZGVYMEUGCCsGAQUFBzAChjlodHRwOi8vZi5ha
WEuc31zdGVtdGVzdDgudHI1c3QyNDA4LMNVbS9zeXNOZW18ZXNOOC1YS55ZXIwggEgBgNVHSAEggEXMI IBEZC
CAQ8GDSsGAQQBgfRRAgQGBAIwgfOWLWYIKwYBBQUHAEEWI2hOdHA6LY93d3cudHI1c3QyNDA4LmMNVbS9yZXBvc
210b3J5MIHIBggrBgEFBQCcCAjCBVDAMFgVEYW5IRDADAGEBGOGrRGFUSUQEdGYZzdCBjZXI@aWzZpa2FOZXIgzn]
hIGR1bm51IENBIHVkc3R1ZGVzIHVUZGVYIE9IRCAXLjMUNi4xLjQuMS4zMTMxMy4yLjQuNi4@LFIUIERhDbK1ET
HR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYIE9IRCAXLjMuNi4xLjQuMS4
ZMTMxMy4yLjQuNi40LjIuMIGrBgNVHR8EgaMwgaAwOgqA40DaGNGhOdHA6LY9jcmwuc31zdGVtdGVzdDgudHI1c
3QyNDA4LMNvbS9zeXNOZW10ZXNOOC5jcmwwYqBgoF6kXDBaMQswCQYDVQQGEwWIESzESMBAGALIUECgWIVFIVU1Q
yNDA4MSUwIwYDVQQDDBxUU1VTVDIOMDEggU31zdGVtdGVzdCBWSU1IIENBMRAWDEYDVQQDDAdDUkwXNFMOMBBGA
1UdIwQYMBaAFJYbNhM7IinCPfnn+ZPrxss+E18EMBOGA1UdDEQWBBTqfHRtduHEfr001hFTOou/HItjATAIBEN
VHRMEAjAAMAOGCSqGSIb3DQEBCWUAA4IBAQCOLTDB/5BOcepHUOG8QBGrH+ARIhIE/ZD11bi5Z3R70dBBSR2W2
QiB4GKsZC9qS1jNhekK707/RCqg+wOU7p5W6+xdAsd5dYwidzMxSJallLSovoxFyvfFPK9nU+yaozrciasScylp
mio7AnzWJ26HotU+REONW9OvaeLFIENQngbImpV1BGOCM7padtR8ULC1SQjITmIXMzNUOIdHb7nDyzYW4sK+40t
4sEG1Ufj8e080E913HMM2I6P0aipXSK42s5IG6bOOMbWWGQ57wgI8qB7YanDu+9hFHje88xrRT12R2dWfjbS7R
6kB9uS/D0jjoA7A1dTx2hGC5gRNobRY1M</X509Certificate>
</X509Data>
</KeyInfo>
</ds:Signature>
<Subject>

<NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-

format:entity"phttps://sts.wsc3.testk/NameID>

(

C ed [A32]: Entity format for the System policy

JsubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-
key">

<SubjectConfirmationData a:type="KeyInfoConfirmationDataType"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>

<X599Certificate>WIIGGTCCBQGgAwIBAgIEUw+gETANngqhkiGQwOBAQSFADBHMQSWCQYDVQQGEWJESZESM
BAGA1UECgwWIVFJIVU1QyNDA4MSQwIgYDVQQDDBtUU1VTVDIOMDEggU31zdGVtdGVzdCBYSVEgQOEWHhcNMTUWMT I
XMTgwNDQOWhcNMTgwMTIXMTgwWNDASWjCBhzELMAKGALIUEBhMCRE sXxITAfBgNVBAOMGE50SVQgQSOTIC8VIENWU
joyMTA5MzEwWNjFVMCAGALUEBRMZQ1ZS0j IXxMDkzMTA2LUZIRDo10TQ30DASMTAXBgNVBAMMKktGTOITLVRFU1Q
tRkODRVMtMDU5IChmdW5rdGlvbnNjZXJ0aWZpa2FOKTCCASIwWDQYIKoZIhvcNAQEBBQADEgEEPADCCAQOCEEEBA
IQ1H94vHdHGtqlo1DFRvVQYmmsitIxbI5PyIJQXoFPIGbjon7A9+tgR/Nt5mF2X2aGh10uw8kfLnetVsoifGOYO
Gyp2rKzEqTsU4Emxw4My j4FwDGO6XxkYuxiBKKkB6won86RXr3QvRed28vAKDSENiFGIabXRx1Vv/HWASEJIEo+
yqFnVOmmgqSBh9RIQ51/JIpJUhJIdZ2M988010RUN02SIRrI2/Mv+FLt1S1ILa4IgedQ936ATEOheNOL sVNLOMwwq
fvWv3im+RWgBTVktYqWnB7qmM8oBISBXxRSe4gJ+PQfQ4s37BK+5/NSmrV8WnNqoF rxsVISRMwhUavGxI4mAGCA
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Commented [A34]: SubjectConfirmation Method always
holder-of-key for the System Policy

|




Nemlog-in STS Digitaliseringsstyrelsen
Nemlog-in

WEAA2aOCAsowggLGMA4GA1UdDWEB/WQEAWIDUDCB1wYIKwYBBQUHAQEEgYowgYcwPAYIKwYBBQUHMAGGMGhOdHA
6LYy9vY3NwLNN5c3R1bXR1c3Qx0S50cnVzdDIOMDguY29tL3J31c3BvbmR1cjBHBggrBgEFBQcwAoY7aHRAcDovL
2YuYW1hLnN5c3R1bXR1c3Qx0S50cnVzdDIOMDguUY29tL3N5c3R1bXR1c3Qx0S1jYS5]ZXIwggEgBgNVHSAEEEE
XMIIBEZzCCAQ8GDSSsGAQQBEFRRAZQGBAIWgFOwLWYIKwYBBQUHAZEWI2h@dHA6LY93d3cudHI1c3QyNDA4LMNVb
S9yZXBvc210b3I5MIHIBggrBgEFBQCCA]CBVDAMF gVEYWS5JRDADAEEBGOGrRGF uSUQgdGVzdCBjZXJ@aWZpa2F
0ZXIgZnJhIGR1bm51IENBIHVkc3R1ZGVZzIHVUZGVYIE9IRCAXLjMuNi4xLjQuMS4zMTMxMy4yLjQuNi4@LjIul
ERhbk1EIHR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYyIE9IRCAXLjMuNi4
XLjQuMS4zMTMxMy4yLjQuNi40LjIuMIGgBgNVHR8EgaIwgZ8wPKA60DiGNmhOdHA6LY9jcmwuc31zdGVtdGVzd
DE5LnRydXN@MjQwOC5jb20vc31zdGVtdGVzdDE5LmNybDBfoF2gW6RZMFcxCzAJBgNVBAYTAKRLMRIWEAYDVQQ
KDALUU1VTVDI@MDgxIDAiBgNVBAMMG1RSVVNUMjQWOCBTeXNOZW10ZXNOIFhIWCBDQTEOMAWGALIUEAWWFQ1IMM
jIwHWYDVROjBBgwWFoAUzAJVDOSBAK8gVNURFFeckVI4f6AwWHQYDVROOBBYEFNCc41PG/agTmqzigwWuFpNkf8zf
3MAkGA1UdEWQCMAAWDQYJKoZIhvcNAQELBQADEEEBADNSsIGIxgIPwgfgL jxuOYPVchS5W681eQ001jGhEGIY/
95a08HVTLiJCPSwIOSuyPJIUu6/b6r1QOATGwk1fmCEjDQidyOAg2Lsn1sDix+Nbf+CxvtI2F1gIx7IasExBDIg
sCOsozCDdoHBaPbAghrj/pu@tp+rcHA/tG3DAsyHS1bZBYmO3QyKn7+GVIikEi2sSnwvaT95fRUUvF4ur2n9sl
1gIfXgbP1iWgAiHeAn8u9FzjvIZmbOOt3yuzF3tr6ZREB3EMp6spHWM1ERNeiHFSrZIIGk/kDYLYC80za4sNeF
mIGVUaReidHGGVA3IMACfJCVLqGBGSVyZaJHPVhs=k/X509CePtificate>
</X509Data>
</KeyInfo>
</SubjectConfirmationData>
</SubjectConfirmation>
</Subject>
<Conditions NotBefore="2015-03-20T08:05:52.871Z" NotOnOrAfter="2015-03-
20T16:05:52.871Z">
<AudienceRestriction>
<Audience>https://saml.nnit@01.dmz.dkdev</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
<Attribute Name="dk:gov:saml:attribute:SpecVer"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" FriendlyName="SpecVer">
<AttributeValue>DK-SAML-2.0</AttributeValue>
</Attribute>
<Attribute Name="dk:gov:saml:attribute:AssuranceLevel"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic”
FriendlyName="AssurancelLevel™>
<AttributeValue>2.0</AttributeValue>

</Attribute>
<Attribute Name="dk:gov:saml:attribute:Privileges_intermediate"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="Privileges">
<Attributevalue a:nil="true"
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance" />
</Attribute>
<Attribute Name="dk:gov:saml:attribute:CvrNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
FriendlyName="CVRnumberIdentifier">
<AttributeValue»>21093106</AttributevValue>
</Attribute>
</AttributeStatement>

Commented [A35]: The certificate for the WSC for the
System policy. Note this structure is different from the
Identity policy Response.
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</Assertion>
</RequestedSecurityToken>
<wst:RequestedAttachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:RequestedUnattachedReference xmlns:wst="http://docs.oasis-open.org/ws-
sx/ws-trust/200512">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptedassertion" />
</wsse:SecurityTokenReference>
</wst:RequestedUnattachedReference>
<Lifetime>
<Created xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-20T08:05:52.871Z</Created>
<Expires xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2015-03-20T16:05:52.871Z</Expires>
</Lifetime>
</RequestSecurityTokenResponse>
</RequestSecurityTokenResponseCollection>
</S11:Body>
</S11:Envelope>
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5 Reference

Reference Description

[STS-RULES] Security Token Service DS - Processing rules

https://test-nemlog-in.dk/Testportal/dokumenter/NemLog-in2%20-
STS-Processing%?20rules.pdf

[CSS - CSS User manual

USERMANUAL] http://digitaliser.dk/resource/2561041
[DanIDVocesGyldig. | Danld Voces test certificate used for the test WSP
p12] https://test-nemlog-

in.dk/Testportal/certifikater/DanIDVocesGyldig.p12

[IntegrationTestSig | Integration test signing certificate

ning.cer] https://test-nemlog-
in.dk/Testportal/certifikater/IntegrationTestSigning.zip

[ProductionSigning. | production signing certificate

cer] https://test-nemlog-
in.dk/Testportal/certifikater/ProductionSigning.zip

[OIOIDWS] OIO Identity-based Web Services v1.0.1a
http://digitaliser.dk/resource/526486

[SOAP11] Simple Object Access Protocol (SOAP) 1.1
http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508/
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6 Change log

Version | Description of Changes Initials

2014-03-19 0.1 Document created AxPe
2014-04-02 0.2 Document updated AxPe
2014-04-03 1.0 Approved by DIGST AxPe
2014-04-22 1.1 Added reference to "ECHO" test service AxPe
2014-10-30 | 1.2 Section “3.2 Binding” updated to include SOAP TMLN

version.

Request examples updated with http headers
2015-03-20 1.3 Document updated with new Request — Response | TRq

examples and descriptions of new scenarios.
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